Normal Bases over Finite Fields

Shuhong Gao

A thesis
presented to the University of Waterloo
in fulfilment of the
thesis requirement for the degree of
Doctor of Philosophy
in

Combinatorics and Optimization

Waterloo, Ontario, Canada, 1993

(©Shuhong Gao 1993



Abstract

Interest in normal bases over finite fields stems both from mathematical theory and practical
applications. There has been a lot of literature dealing with various properties of normal bases
(for finite fields and for Galois extension of arbitrary fields). The advantage of using normal bases
to represent finite fields was noted by Hensel in 1888. With the introduction of optimal normal
bases, large finite fields, that can be used in secure and efficient implementation of several cryp-
tosystems, have recently been realized in hardware. The present thesis studies various theoretical

and practical aspects of normal bases in finite fields.

We first give some characterizations of normal bases. Then by using linear algebra, we prove
that Fy» has a basis over Iy such that any element in Fj represented in this basis generates a
normal basis if and only if some groups of coordinates are not simultaneously zero. We show how
to construct an irreducible polynomial of degree 2" with linearly independent roots over Fj for
any integer n and prime power g. We also construct explicitly an irreducible polynomial in Fj[x]
of degree p™ with linearly independent roots for any prime p and positive integer n. We give a new
characterization of the minimal polynomial of a® for any integer ¢+ when the minimal polynomial
of a is given. When ¢ = 3 mod 4, we present an explicit complete factorization of 22" — 1 over F,

for any integer n.

The principal result in the thesis is the complete determination of all optimal normal bases
in finite fields, which confirms a conjecture by Mullin, Onyszchuk, Vanstone and Wilson. Finally,
we present some explicit constructions of normal bases with low complexity and some explicit

constructions of self-dual normal bases.
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Chapter 1

Introduction

In this chapter we explain why we are interested in normal bases and give a brief overview of
the thesis. We will assume that one is familiar with the basic concepts for field extensions; our

standard reference is Jacobson [69].

Let F be field and E be a finite Galois extension of F' of degree n and Galois group G. A
normal basis of E over F is a basis of the form {ca : 0 € G} where a € E. That is, a normal basis
consists of all the algebraic conjugates of some element with the property that they are linearly
independent over the ground field. For finite fields, let ¢ be a prime power and n a positive integer.
Let F, and Fi» be finite fields of ¢ and ¢™ elements, respectively. The field F» is viewed as an
extension of Fy,. The Galois group of Fy» over Fy is cyclic and is generated by the Frobenius map:
a+ al for a € Fyn. A normal basis of Fy» over F, is thus of the form: {a,a?,...,a? ~'} for

some o € Fyn.

Interest in normal bases stems both from mathematical theory and practical applications. The
notion of normal bases appeared in the last century. A possible reason for the early interest in
normal bases may be the fact that Gauss [54] used normal bases to solve the problem of when a
regular polygon can be drawn with ruler and compass alone. Actually Gauss used normal bases
(which he called periods) to construct the subfields of a cyclotomic field. In general, normal bases
can be used to realize the Galois correspondence between intermediate fields of a finite Galois
extension of fields and the subgroups of its Galois group. We will dwell on this in the next

section.
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At the practical aspect, with the development of coding theory and the appearance of several
cryptosystems using finite fields, the implementation of finite field arithmetic, in either hardware
or software, is required. Work in this area has resulted in several hardware and software designs
or implementations [41, 45, 121, 145, 146, 151], including single-chip exponentiators for the fields
Fyi27r [152], Foiss [3], and Fhss2 [56], and an encryption processor for Fyses [114] for public key
cryptography. These products are based on multiplication schemes due to Massey and Omura [95]
and Mullin, Onyszchuk and Vanstone [105] by using normal bases to represent finite fields and
choosing appropriate algorithms for the arithmetic. Interestingly, the advantage of using a normal
basis representation was noticed by Hensel [61] in 1888, long before finite field theory found its
practical applications. The complexity of the hardware design of such multiplication schemes is

heavily dependent on the choice of the normal basis used.

1.1 Galois Correspondence

Let F be any field and E a finite Galois extension of F', with Galois group G. The main theorem
of Galois theory [48] guarantees that there is a bijective correspondence between the subgroups

of G and the intermediate fields of F over F: if H is a subgroup of G then the fixed subfield
Ef ={a€cE:o0(a)=q, foralloc H}
of FE relative to H is a subfield of E' containing F' such that
H = Aut(E/E™)

where Aut(E/E™) denotes the set of all automorphisms of E that fix E¥. If K is an intermediate
field of E over F then Aut(E/K) is a subgroup of G and

K — EAut(E/K)_
Moreover, for any subgroup H of G, we have
H| = [B:EY), [G:H]=[E" : F]
and E* is normal over F' if and only if H is normal in G.

The problem is to realize the correspondence constructively, that is, to find Aut(E/K) when

given K, and E when given H. Here we assume that we are given the extension E of F'
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and its Galois group G = Aut(E/F). By “given E over F”, we mean that we have a basis
A ={a1,as, -+ ,a,} of E over F and the n? cross products a;c; expressed as linear combinations
of A with coefficients from F'. By “given G”, we mean that we know the matrix representation of

each automorphism in G under the same basis A.

We follow the approaches by Pohst and Zassenhaus [110, pp. 171-173] and van der Waerden
[141, pp. 169]. For the first part of the problem, suppose that K = F((3;,--- , (k) where ; € E is
expressed in the basis A for 1 <4 < k. Then Aut(K/F) simply consists of those automorphisms
o in G such that o8; = (; for all i with 1 < 4 < k; for they will fix all rational functions of
Biy..., 0k as well.

For the second part of the problem, we show in the sequel that normal bases offer an elegant
solution. Let N = {o«a : 0 € G} be a normal basis of FE over F' and H be a subgroup of G. Let
n =[G : H| and let the right coset decomposition of G relative to H be

G = U Hg;
i=1

where g; € G. The Gauss periods of N with respect to H are defined to be

G=> ogia, i=12-,n. (1.1)
ceH
Note that (y,(2,--- ,(, are linearly independent over F' since they are non-overlapping F-linear

combinations of N. For any element
&= Zugoa, Uy € F,
ceG
of F, it is fixed by all elements in H if and only if it has constant coefficients on every right coset
of G relative to H. This implies that ¢; € E* and every element of E! is an F-linear combination
of ¢1,(a, -+ ,(n. Thus we have proved that the Gauss periods (1.1) form a basis of E¥ over F,

i.e.
El = FL®FL® - @ Fé,p. (1.2)

Moreover, if H is normal in G then the Gauss periods are conjugate to each other and thus they
form a normal basis for E over F. This solves the second part of the problem if we know how

to construct a normal basis for E over F.
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Let us look at the special case of cyclotomic fields which were first studied by C.F. Gauss [54]
in connection with his investigation into the constructability of regular polygons. This is why the
elements in (1.1) are called Gauss periods. Let m be a prime number and 8 an mth primitive

root of unity in the field of complex numbers. Then
B4 4 B84+1=0

and (8 generates the mth cyclotomic field

where Q is the field of rational numbers. It can be proved that
N={3,0% - ,8"""}
is a normal basis of E,,, over Q. Let 7 be a primitive element of Z,,, i.e. 7 is an integer such that
{1,2,--- ,m—1} ={r,7%,--- ;7™ '} mod m.

Then the Galois group of E,, over Q is generated by the automorphism g which carries § to 87,
that is,

G=<o0>={1=0%00% - ,0" "}
For any factor n of m — 1, let m — 1 = nk. Then
H = {17 Qna QQna e 7Q(k_l)n}

is a subgroup of G of index n. The Gauss periods of N with respect to H are

k—1 k—1
G=Y " B=) 8", 0<i<n-1, (1.3)
j=0 Jj=0

which form a normal basis of the unique subfield of E,, of degree n over Q. If m — 1 has only
small prime factors then one can construct F,, by building a sequence of subfields, where each of
them has a small degree over the preceding one, by using Gauss periods. This is the basic idea
that was used by C.F. Gauss [54] to determine when a regular polygon can be drawn with ruler
and compass alone. In particular, he discovered how to draw a regular 17-gon with ruler and

compass, which had remained as an unsolved problem for more than 2000 years.
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We will show in Chapter 4 that under certain conditions Gauss periods (1.3) give a family
of normal bases with low complexity in finite fields, including essentially all the optimal normal
bases. The definition for the complexity of normal bases and for optimal normal bases is given in
the next section. We mention that Gauss periods are also useful in integer factorization [12] and

construction of irreducible polynomials [1] (refer to section 4.3).

1.2 Finite Field Arithmetic

Let g be a prime power and n a positive integer. Let F, and Fy~» be finite fields of ¢ and ¢

elements, respectively. Let us first look at how addition and multiplication in Fj» can be done in

general. We view Fy» as a vector space of dimension n over Fy. Let ag,o,... ,0n—1 € Fyn be
linearly independent over F,. Then every element A € Fy» can be represented as A = Z?;(} a; oy

where a; € Fy;. Thus Fy» can be identified as F', the set of all n-tuples over F;, and A € Fy» can
written as A = (ag,a1,...,an-1). Let B = (bg,b1,... ,b,_1) be another element in Fyn. Then
addition is component-wise and is easy to implement. Multiplication is more complicated. Let
A-B=C=(cy,c1,... ,¢n—1). We wish to express the ¢;’s as simply as possible in terms of the
a;’s and b;’s. Suppose

n—1
oo = Ztl(?)ak, tl(f) € F,. (1.4)
k=0

Then it is easy to see that

J%ig

cr = Y aibtly) = ATB!, 0<k<n-—1,
1]

where T}, = (tgf)) is an n x n matrix over F, and B! is the transpose of B. The collection of

matrices {7} } is called a multiplication table for Fyn over Fy.

Observe that the matrices {T}} are independent of A and B. An obvious implementation
of multiplication in Fy» is to build n circuits corresponding to the 7}’s such that each circuit
outputs a component of C' = A - B on input A and B. If n is big then this scheme is impractical.
Fortunately, there are many bases available of Fy» over Fj. For some bases the corresponding
multiplication tables {T}} are simpler than others in the sense that they may have fewer non-zero

entries or they may have more regularity so that one may judiciously choose some multiplication
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algorithm to make a hardware or software design of a finite field feasible for large n. One example
is the bit-serial multiplication scheme due to Berlekamp [16], see also [97], and its generalizations
[101, 55, 57, 143, 63, 134] using a pair of (dual) bases. In the following we examine the Massey-

Omura scheme [95] which exploits the symmetry of normal bases.

A normal basis of Fyn over Fy is a basis of the form {a, a?,... ,oﬂnfl} for some a € Fyn. Let
N ={ag,a1,... ,0,_1} be a normal basis of Fyn over Fy with a; = ad' for 0 <i<n-—1. Then
afk = a;4k for any integer k, where indices of a are reduced modulo n. Let us first consider the
operation of exponentiation by g. The element A? has coordinate vector (an—1,a0,a1,.-. ,an_2).
That is, the coordinates of A9 are just a cyclic shift of the coordinates of A, and so the cost of
computing A? is negligible. Consequently, exponentiation using the repeated square and multiply
method can be speeded up, especially if ¢ = 2. This is very important in the implementation of
such cryptosystems as the Diffie-Hellman key exchange [42] and ElGamal cryptosystem [44] where
one needs to compute large powers of elements in a fixed finite field.
(ke
ij
one finds that

Let the ¢*) terms be defined by (1.4). Raising both sides of equation (1.4) to the ¢~ “-th power,

tgﬁ) = tgg)“_e, for any 0 < 4,5, <n—1.

Consequently, if a circuit is built to compute ¢y with inputs A and B, then the same circuit with
inputs 49 and B? " yields the product term ¢,. (A9 and B? ' are simply cyclic shifts of the
vector representations of A and B.) Thus each term of C is successively generated by shifting the
A and B vectors, and thus C is calculated in n clock cycles. The number of gates required in this
circuit equals the number of non-zero entries in the matrix Ty. Clearly, to aid in implementation,
one should select a normal basis such that the number of non-zero entries in T is as small as

possible.

Let
n—1
ag; = Y tija;, 0<i<n-—1, tjj€F, (1.5)
j=0

Let the n x n matrix (¢;;) be denoted by T'. It is easy to prove that

k

t%) = t;_ju_y, foralli,j,k.

Therefore the number of non-zero entries in Tj is equal to the number of non-zero entries in 7.

Following Mullin, Onyszchuk, Vanstone and Wilson [103], we call the number of non-zero entries
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in T the complezity of the normal basis N, denoted by cy. Since the matrices {T}} are uniquely
determined by 7', we call T' the multiplication table of the normal basis V. The following theorem

gives us a lower bound for cy.
Theorem 1.2.1 (Mullin et al. [103]) For any normal basis N of Fyn over Fy, cy > 2n — 1.

Proof: Let N = {ag,a1,...,a,-1} be a normal basis of Fyn over F,. Then b = ZZ;S o =

Tr(a) € F,. Summing up the equations (1.5) and comparing the coefficient of ay, we find

= b, j=0,

>t =

i=0 0, 1 S j S n—1.

Since « is non-zero and {aq; : 0 < i <n — 1} is also a basis of Fyn over Fy, the matrix T' = (¢;;)
is invertible. Thus for each j there is at least one non-zero ¢;;. For each j # 0, in order for each
column j of T' to sum to zero there must be at least two non-zero ¢;;’s. So there are at least 2n —1
non-zero terms in 7', with equality if and only if the element « occurs with a non-zero coefficient

in exactly one cross-product term ac; (with coeflicient b) and every other member of N occurs

in exactly two such products, with coefficients that are additive inverses. O
A normal basis N is called optimal if cjy = 2n — 1.

A major concern for a hardware implementation is the interconnections between registers
containing the elements A, B and C. The fanout of a cell is the number of connections to the
cell, and should be as small as possible. Agnew, Mullin, Onyszchuk and Vanstone [2] designed
a different architecture with a low fanout, and they successfully implemented the field Fosos in
hardware (see [114]). Since this scheme is more complicated, we omit its description here. We
only remark that the complexity of this scheme also depends on the number of non-zero entries

inT.

1.3 A Brief Overview

In Chapter 2, we investigate the structural properties of normal bases. We begin with some
characterizations of normal bases. We then use linear algebra to decompose Fi» into a direct sum

of subspaces over Fy such that an element o in Fy» generates a normal basis if and only if the
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projections of o in some subspaces are nonzero. This means that F,» has a basis over F; such that
any element in F, represented in this basis generates a normal basis if and only if some groups of
coordinates are not simultaneously zero. In particular, we can obtain all the normal elements in
Fyn if we can factor 2™ — 1 over F;. We present an explicit complete factorization of z2" —1 over

F, when p = 3 mod 4 is a prime.

In Chapter 3, we briefly survey various algorithms for constructing normal bases in finite fields,
where the complexity issue is ignored. We show that if " — a, where a € F, is irreducible over
F, then az™ — (z — 1)™ is irreducible and has linearly independent roots over F,. In particular,
if =1 (mod 4) then az®" — (z — 1)?" is irreducible with linearly independent roots over F, for
any quadratic nonresidue a € F,; and any integer n. When a prime p = 3 (mod4), we show that
if 2% — bz — ¢ € F,[z], with b # 2 and ¢ a quadratic residue in F,, is irreducible over F}, then the

polynomial

2k+1

(x—1) —b(x — 1)2ka?2k —cx?

is irreducible with roots being linearly independent over F), for every integer £ > 0. For any prime
p and positive integer n, we construct explicitly an irreducible polynomial in f,[z] of degree p™
with linearly independent roots. We give a new characterization of the minimal polynomial of ot
for any integer ¢ when the minimal polynomial of « is given. When ¢ = 3 (mod 4), we present an
explicit complete factorization of z2" — 1 over F, for any integer n, which enables us to compute

efficiently u € F), such that the roots of z? — 2uz — 1 are quadratic nonresidues in Fje.

In Chapter 4, we completely determine all the optimal normal bases in finite fields, thus
confirming a conjecture by Mullin, Onyszchuk, Vanstone and Wilson. We show that there is an
optimal normal basis in Fyn over Fy if and only if either (i) n+ 1 is a prime and ¢ is primitive
in Zp1 or (ii) ¢ = 2¥ for some integer v such that ged(v,n) = 1, 2n 4 1 is a prime and Z3, ,; is

generated by 2 and —1.

Finally, in Chapter 5, we present some explicit constructions of normal bases with low com-
plexity and some explicit constructions of self-dual normal bases. For example, we show that, for
any 3 € Fy with Tr,,(8) = 1, the polynomial 27 — zP~1 — BP~1 s irreducible over F, and its
roots form a self-dual normal basis with complexity at most 3p — 2 of F, over F}, where p is the
characteristic of F;. We also prove that, for any divisor n of ¢—1 and a = Bla=1/" where 3 € F,

with multiplicative order ¢ such that ged(n, (¢ — 1)/t) = 1, the polynomial 2™ — B(x — a + 1)™ is
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irreducible over F; and its roots constitute a normal basis with complexity at most 3n — 2 of Fi»

over Iy.

1.4 Some Notes

In this thesis we will focus our attention exclusively on normal bases in finite fields. For complete-
ness, we give a brief survey here on the results for normal bases in the general setting of Galois
extensions of arbitrary fields. We also mention some results on primitive normal bases in finite

fields which will not be discussed in the thesis.

Theorem 1.4.1 (The normal basis theorem) There is a normal basis for any finite Galois

extension of fields.

The normal basis theorem for finite fields was conjectured by Eisenstein [43] in 1850 and partly
proved by Schénemann [118] in 1850. The first complete proof was given by Hensel [61] in 1888.
The normal basis theorem for Galois extension of arbitrary fields was proved by Noether [104]
in 1932 and Deuring [40] in 1933. This theorem is included in most algebra textbooks, see for
example, Albert [7], Bourbaki [27], Cohn [36], Hungerford [64], Jacobson [69], Lang [78], Rédei
[112] and van der Waerden [141]. For different proofs of the normal basis theorem, see Artin
[8], Berger and Reiner [15], Krasner [76], Waterhouse [149] and Childs and Orzech [33]. Lenstra
[86] generalizes the normal basis theorem to infinite Galois extensions. Bshouty and Seroussi [29]
and Scheerhorn [116] give generalizations of the normal basis theorem for finite fields in different
directions. Blessenohl and Johnsen [25] prove that for each finite Galois extension E of F' there
exists an element o € F that gives a normal basis over each intermediate field (see [24] for a

simpler proof).

For finite fields, there is another refinement of the normal basis theorem.

Theorem 1.4.2 For any prime power q and positive integer n, there is a primitive normal basis

in Fyn over Fy.

. .y . . . n—1
Here by a primitive normal basis of Fyn over F, we mean a normal basis {a,a?,... ,a? '}

such that o also generates the multiplicative group of Fy». This result was proved by Carlitz
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[32] in 1952 for ¢" sufficiently large, by Davenport [38] in 1968 for the case that ¢ is a prime
and by Lenstra and Schoof [87] in 1987 for the general case. For the construction of primitive
normal bases and primitive elements, see Cohen [34], Hachenberger [60], Shoup [129], Stepanov

and Shparlinskiy [131, 132, 133].

An important class of normal bases are self-dual normal bases. More generally, one has the
concept of self-dual bases, which is useful for construction of devices for arithmetic of finite fields
[16, 55, 142] and in applications to coding theory [47], cryptography [42] and the discrete Fourier
transform [18]. Let E be a finite Galois extension of F' with Galois group G. The trace function
Tr: E — F is defined as

Tr(a) = Z oo
ceG
A basis {ap,a1,...,a,-1} of E over F is said to be dual to the basis {8o, 51,...,08n-1} if
Tr(a;08;) = d;; (which by definition is equal to 0 if  # j, and 1 if ¢ = j). It is easy to prove that
each basis in F over F' has a unique dual basis and the dual basis of a normal basis is again a
normal basis. If a basis coincides with its dual basis then it is said to be self-dual, i.e., a basis
{ao,1,... ,an_1} is called self-dual if Tr(oya;) = §; ;. Existence results of self-dual bases can
be found in Serre [125] and Kahn [73, 74]. As to the existence of self-dual normal bases, we have

the following two theorems.

Theorem 1.4.3 Let E be a Galois extension of F' of degree n. If n is odd then E has a self-dual

normal basis over F'.

Theorem 1.4.4 Let E be a Galois extension of F' of degree n and Galois group G. Assume that
G is Abelian.

(a) If Char(F) # 2, then E has a self-dual normal basis over F if and only if n is odd.

(b) If Char(F) = 2, then E has a self-dual normal basis over F if and only if the exponent of G
s not divisible by 4.

The exponent of a group G is defined to be the smallest integer m such that ¢”* = 1 for all
g € G. For finite fields, Theorem 1.4.4 says that F,» has a self-dual normal basis over F; if and

only if both n and ¢ are odd or ¢ is even and n is not divisible by 4.
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The above two theorems are proved by Bayer-Fluckiger and Lenstra [13, 14]. Partial results
were obtained earlier by Lempel, and Weinberger [79, 80, 82], Imamura and Morii [67, 100], Beth,
Fummy and Miihlfeld [19], Kersten and Michali¢ek [75], Conner and Perlis [37]. For enumeration
of self-dual normal bases, see Lempel and Seroussi [81] and Jungnickel, Menezes and Vanstone

[72).

In designing finite field multipliers it is sometime useful to consider weakly self-dual bases
[20, 101, 143]. Let A = {ap,@1,... ,an_1} be a basis of E over F and let B = {8, B1,.-. ,Bn-1}
be its dual basis. Then A is said to be weakly self-dual if there exists a v € E and a permutation 7
of the indices {0,1,... ,n—1} so that 3; = yo(; for all i with 0 < i < n—1. Obviously self-dual
bases are weakly self-dual. The existence of weakly self-dual polynomial basis (by definition it is
of the form {1, ,a?,... ,a""1}) is determined by Geiselmann and Gollmann [57] (their argument
for finite fields is applicable to arbitrary fields). The existence of weakly self-dual normal bases is
determined by Lenstra [83]. To state this result, we need the notion of equivalence of bases. Two

Bases A and B of E over F are called equivalent if A = ¢B for some c € F.

Theorem 1.4.5 Let E be a Galois extension of F' of degree n and Galois group G. Assume that
G is Abelian. Then E has a weakly self-dual normal basis over F that is not equivalent to a

self-dual normal basis if and only if E = M (i) where [M, F) is odd, i> = —1 and i is not in F.

In particular, the field Fy» has a weakly self-dual normal basis over Fj, that is not self-dual if

and only if n is exactly divisible by 2 and ¢ = 3 mod 4.



Chapter 2

Basics on Normal Bases

In this chapter, we will focus on the structural properties of normal bases, where the complexity

issue is usually ignored.

2.1 Introduction

For convenience, we first make some conventions and recall some definitions in this section.

In this thesis, we assume that p is a prime number, ¢ is a power of p, and F, denotes the
finite field of ¢ elements. Thus the characteristic of F, is p. The field Fy» is always considered as
an n-dimensional extension of F, and is thus a vector space of dimension n over F,;. The Galois

group of Fyn over Fy is cyclic and is generated by the Frobenius mapping o(a) = a?, a € Fyn.

A normal basis of Fyn over F, is a basis of the form N = {a,a4,... ,oﬂnfl}, i.e., a basis
consisting of all the algebraic conjugates of a fixed element. We say that o generates the normal

basis IV, or « is a normal element of Fygn over Fy. In either case we are referring to the fact that

the elements o, a?, ... ,a‘fﬁl are linearly independent over F.

In the following context, when we mention a normal basis {ag,a1,..., an_1}, we always
assume that a; = a? for a € Fgn withi=0,1,... ,n—1.

Let N = {ag, 1, ... ,an_1} be a normal basis of Fy» over F,. Then for any ¢,5,0 <4,j < n—1,

12
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aja; is a linear combination of ag,aq,. .., a,—1 with coefficients in Fj. In particular,
e7y] &%)
a1 a1
g =T (2.1)
Qp—1 Qp—1

where T is an n x n matrix over F,. We call (2.1) or T the multiplication table of the normal basis
N. If a is a normal element, the multiplication table of the normal basis generated by « is also
referred to as the multiplication table of a. As in section 1.2, the number of non-zero entries in
T is called the complerity of the normal basis N, denoted by Cx. If o generates N, Cy is also
denoted as C,,.

We call a polynomial in F,[z] an N-polynomial if it is irreducible and its roots are linearly
independent over F,. The minimal polynomial of any element in a normal basis {ag, @1,... ,@n_1}
is m(x) = H?;Ol (x — ;) € Fylz], which is irreducible over F,;. The elements in a normal basis are
exactly the roots of an N-polynomial. Hence an N-polynomial is just another way of describing a

normal basis.

The trace function of Fygn over Fy is

n—1 )
Tronjq(a) = Zaql.
i=0

The trace function is a linear functional of Fi» to Fy. For brevity, we sometimes denote the trace
function by T'rgn|, or simply T'r if the fields are clear from context. The trace of an element over

its characteristic subfield is called the absolute trace.

If & = {a1,q0,... ,a,} and B = {B1, B2, ... ,n} are bases of Fyn over Fy, (3 is referred to as

the dual basis of & if
Tr(aiBi) = by, 1<i,j<n.

(0;; denotes the Kronecker delta function, i.e., §;; = 01if ¢ # j, and §;; = 1if i = j.) Itisa
standard result that for any given basis @ there exists a unique dual basis. If the dual basis of &

happens to be & itself, then & is called a self-dual basis.

We sometimes say that a is self-dual normal if o generates a self-dual normal basis.
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In this chapter, we are mainly concerned with the problem of which elements in Fy» generate
a normal basis over Fj. In section 2.2, we give some characterizations of normal elements and
also give a method to compute the element that generates the dual basis of a given normal basis.
In Section 2.3, we show how to construct normal bases from normal bases over smaller fields. In
Section 2.4, we determine how all the normal elements are distributed in the whole space, and
thus we show that Fi» has a basis over Fj such that any element in Fj» represented in this basis
generates a normal basis if and only if some groups of coordinates are not simultaneously zero.
In Section 2.5, we discuss when an irreducible polynomial is an N-polynomial, i.e., an irreducible
polynomial with linearly independent roots. In some special cases, one can tell immediately from

the coefficients of an irreducible polynomial whether it is an N-polynomial.

2.2 Characterization of Normal Elements

In this section, we give some characterizations of normal elements and show how to compute the

element that generates the dual basis of a given normal basis.

We begin with a characterization for a set of n elements in Fy» to form a basis of Fy» over Fj.
For this purpose, we define the discriminant A(as, ... ,a,) of the elements aq, ... ,ay in Fyn by

the determinant:

Tr(open) Tr(oias) -+ Tr(oran)

Tr(osa Tr(osa oo Trlasa
Alaq, ... ,a,) = det ('2 ) ('2 2) ( '2 ) ,

Tr(apa) Tr(anas) -+ Tr(apa,)

where Tr is understood to be Trgn|. Obviously, A(ay,... ,a,) € Fy.

Theorem 2.2.1 (Theorem 2.37, [89]) For anyn elements as, ... ,a, in Fyn, they form a basis
of Fgn over Fy if and only if Ao, ..., o) #0.

Proof: First assume that o, ... , o, form a basis for Fyn» over F;. We prove that A(aq, ..., o) #
0 by showing that the row vectors of the matrix in the definition of A(ay,... ,ay,) are linearly

independent over Fj. For suppose that

aTr(aiog) + - + e Tr(apa;) =0 for 1 <j<n,
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where ci,...,¢, € Fy. Then with 8 = cia1 + -+ + cpo, we get Tr(Ba;) = 0 for 1 < j < n,
and since a,... , o, span Fyn, it follows that Tr(Ba) = 0 for all o € Fn. However, this is only
possible if 8 = 0, and then ciay + - -+ + ¢, = 0 implies that ¢y =+ = ¢, = 0.

Conversely, assume that A(as,...,a,) # 0and cio1+- - -+cpo, = 0 for some ¢y, ... ¢, € Fy.
Then

craro + - Fcpopa; =0 for 1 <j < n,
and by applying the trace function we get

1 Tr(ona) + -+ e Tr(ape;) =0 for 1 <j<n.

But since the row vectors of the matrix in A(as,...,q,) are linearly independent over Fy, it
follows that ¢c; = --- = ¢,, = 0. Therefore ay,... ,a, are linearly independent over Fj. O
Corollary 2.2.2 The set of elements & = {o, aa,... ,0n} is a basis of Fyn over Fy if and only

if the matriz A is nonsingular where

o Qs o,
A af ad ad
ai’n_l agn_l ad" !
Proof: It suffices to note that A(ay, ... ,a,) = det(A*A) = (det A)2. O

We need the the following standard result for the remaining part of this section.

Lemma 2.2.3 Let F' be any field. For any n elements ag,a1,... ,a,_1 € F, the n X n circulant
matrix
ag a az -+ Qp-1
An—1 ao a -+ QGp-2
clag,ar,...,an_1] = | @n—2 an-1 @ -+ ap-3
ay a9 ag - [}

is nonsingular if and only if the polynomial Z?;ol a;x* is relatively prime to z™ — 1.
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Proof: Let A be the following n X n permutation matrix

0 10 0 0
0 01 0 0
000 --- 01
100 --- 0 0

Then it is easy to see that
n—1
clag,a1,... ;an_1] = z:aiAZ = f(A),
i=0

where f(z) = Z?;Ol a;x'. Note that the minimal polynomial of A is ™ — 1. Assume that f(z)

and 2™ — 1 are relatively prime. Then there are polynomials a(x),b(x) such that
a(x)f(z) + b(z)(z" — 1) =1,
and hence
a(A)f(A) = In,

as A" — 1 = 0. This implies that f(A) is invertible and so nonsingular. Now assume that
ged(f(z),z™ — 1) =d(z) # 1. Let f(z) = fi(x)d(z) and 2™ — 1 = h(z)d(z). Since degh(x) < n,
we have h(A) # 0. As h(A)d(A) = 0, we see that d(A) is singular. Therefore f(A) = f1(A)d(A)
is singular. This shows that f(A) is nonsingular if and only if f(z) is relatively prime to ™ — 1.

O

Theorem 2.2.4 (Hensel [61]) For a € Fyn, a generates a normal basis of Fyn over Fy if and

only if the polynomial " Tzl 4 f ol ae Fyn[x] is relatively prime to ™ — 1.

n—1

Proof: Note that o generates a normal basis if and only if the elements o, a?,..., af are
linearly independent over Fy,. By Corollary 2.2.2, this is true if and only if
a al of ol
af a? o o
(2.2)
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is non-singular. Note that if we reverse the order of the rows in (2.2) from the second row to the

last row, we get the circulant matrix cla, af, ... ,oﬂ"il], which is non-singular if and only if (2.2)
is non-singular. By Lemma 2.2.3, c[a, ¥, ... ,aqn_l] is non-singular if and only if 2™ — 1 and
a?" 'gnl 4 4 a2 + « are relatively prime. O

Theorem 2.2.5 Let o € Fyn, a; = aqi, and t; = Trqn|q(a0ai), 0<i<n-—1. Then o generates
a normal basis of Fgn over Fy if and only if the polynomial N (x) = Z?:_Ol tix' € Fylz] is relatively

prime to x™ — 1.

Proof: By Theorem 2.2.1, we know that ag, oy, . .. , a1 form a basis if and only if A(aog, ... ,an—1) #

0. Since Tr(a;4j) = Tr(apa;), we see that

to  ti ... tna
th—1 to ... tpn_o
Alag, ... yap_1) = det
t ts ... 1o

By Lemma 2.2.3, A(ag,... ,an_1) # 0 if and only if z* — 1 and N(z) = Z?;()l t;x' are relatively

prime. O

Theorem 2.2.6 (Perlis [108]) Let N = {ag,a1,... ,0n_1} be a normal basis of Fyn over Fy.
Then an element v = Z?:_Ol a;a;, where a; € Fy, is a normal element if and only if the polynomial

v(z) = Z?:_Ol a;x' € F,[x] is relatively prime to z™ — 1.

Proof: Note that

Y ag ay az an—1 o7}
vl an—-1 ap a1 an—2 (031
n—1
7! ar  ax ag -+ Qo Qn—1
The n elements ~v,79,... ,fyq%l are linearly independent if and only if the circulant matrix
clag,ai,... ,an—_1] is nonsingular, that is, if and only if the polynomial v(z) = Z;L;Ol a;zt € Fylz]

is relatively prime to z™ — 1. O
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From this theorem we see that if there is a normal basis of Fy» over Fj then the number of
normal elements in Fyn over Fy is equal to the number of polynomials in F,[z] of degree less than

n that are relatively prime to ™ — 1.
Theorem 2.2.7 The dual basis of a normal basis is a normal basis.

Proof: Let @ = {«, af, aq2, - ,aqn_l} be a normal basis of Fy» over F, and 3 = {81, B2,... ,B3n}

its dual. Let

o al ... " B B o B
2
af af o f 3 B
A = . ) B = .
qn—l qn—Z q —1 q —1 qn71
a a « By Ba I

Then, by definition, AB = I,, and so BA = I,,. Note that
(AB)T = BTAT = BTA = I,,

since A is a symmetric matrix. From BA = I,, = BT A we conclude that B = BT. It follows that

B = BfFl and hence that 3 is a normal basis. O

The following theorem describes a method of computing the dual basis of a normal basis (which

by Theorem 2.2.7 is also a normal basis).

Theorem 2.2.8 Let N = {ag,a1,...,a,-1} be a normal basis of Fgn over F,. Let t; =
Trognjg(aoai), and N(z) = Y- tix'. Furthermore, let D(z) = Y1 diz’, d; € Fy, be the
unique polynomial such that N(z)D(z) = 1(mod z™ — 1). Then the dual basis of N is generated
by B= 371 dic.

Proof: Note that

N@)D(@) = Y tida™
0<i,j<n—1

n—1ln—1

Z Z diti_ (mod 2™ —1).

=0 k=0
It follows from N(z)D(x) = 1(mod z™ — 1) that

n—1
D ditig =
k=0

1, ifi=0,

0, otherwise.
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Thus
) n—1 n—1
Tr(a;pY) = Tr (0‘1‘(2 dkaj+k)> = deTr(aiaj+k)
k=0 k=0
n—1 n—1
= deTr(agai_j_k) = deti—j—k
k=0 k=0
1, ifi=j,
0, otherwise.
That is, {3, 8%,...,37 '} is the dual basis of N. O

Theorem 2.2.9 Let N and D(z) be as in Theorem 2.2.8. Let vy = Z?;OI a;oy, where a; € Fy, be
a normal element in Fyn and let §(x) = Z?:_ol b;z® be the unique polynomial such that y(z)d(z) = 1

(mod z™ — 1), where y(z) = Z?:_()l a;x'. Define

n—1

ci= bedipk, 0<i<n—1.
k=0

Then § = 2?2—01 c;a; generates the dual basis of the normal basis generated by 7.

Proof: Let {8y, 1,...,08n—1} be the dual basis of N. Then one can check, similar to the proof
of Theorem 2.2.8, that

n—1
6= Z b_iBi (2.3)
=0

generates the dual basis of the normal basis generated by +. By Theorem 2.2.8, § = Z?:_()l d;oy.
Substituting 3 into (2.3), we obtain the theorem immediately. O

2.3 Composition of Normal Bases

It is reasonable to ask the following question: if we are given normal bases of some fields, say Fi:
over F; and Fy» over Fy, how can we construct a normal basis of a larger field, say Fyo: over Fy?
We start with the opposite direction, that is, given a normal basis of Fy.. over Fy to construct a

normal basis for Fy: (or Fgv) over Fy. The results are stated in terms of normal elements.
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Theorem 2.3.1 (Perlis [108]) Lett and v be any positive integers. If o is a normal element of

F,

qvt over Fy then v = Trqueqe () is a normal element of Fgi over Fy. Moreover, if o is self-dual

normal then so is 7.

Proof: The conjugates of v = Z;:Ol ad" are non-overlapping sums of the vt conjugates of «,
which are assumed to be linearly independent over F,. So they must also be linearly independent

over Fy. The latter statement is easily checked directly. O

We remark that the multiplication table of the normal basis generated by v in Theorem 2.3.1
is easily derived from that of a. Actually, assume that

vt—1
aal = Z c(i,ja?’, 0<i<uvt—1.
§=0

Then

where

d(i,j) =Y e(t(t — k) +i,j — tk).

k=0 £=0

Before we go to the next theorem, we prove a lemma which itself is interesting.

Lemma 2.3.2 Let ged(v,t) = 1. Let A= {ai,a,...,a,} be a basis of Fyv over Fy. Then A is

also a basis of Fyut over Fy.

Proof: We need to prove that aj,as,...,a, are linearly independent over Fy:. Suppose there

are a; € Fgr, 1 <14 < v, such that

iaiai = 0. (2.4)
i=1

Note that for any integer j,

y
v q ’ v i i v i
J J J
E a;oy = E al ol = E a;ad .
i=1 i
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Since ged(v,t) = 1, when j runs through 0,1, ... ,9v—1 modulo v, tj also runs through 0,1, ... ,v—1

q q*
= «! whenever u = k

i i

qv
i

modulo v. Note that since o; € Fyo, we have o] = «; and thus «

(mod v). So (2.4) implies that

v .
Zaiagj =0, foreachj, 0<j<wv-—1,
=1

that is,
a1 (6%} cee Ay al
q q q
o oy « as
! =0 (2.5)
v—1 v—1 o
o ad T ay
As a1, a9, ..., a, are linearly independent over Fy, the coefficient matrix of (2.5) is nonsingular,
by Corollary 2.2.2. Thus a4, as, ... ,a, must be 0, which proves that a;,as,...,«a, are linearly
independent over Fi:. O

Theorem 2.3.3 (Pincin [109], Semaev [123]) Letn = vt with v and t relatively prime. Then,
fora € Fypo and B € Fy, the element v = af8 € Fyn is a normal element of Fyn over Fy if and

only if a and B are normal elements of Fyv and Fy:, respectively, over Fy.

Proof: First assume that 7 is a normal element of Fy» over Fj,. Then by Theorem 2.3.1,
Trenqr(v) = BTrgnqt(a) = BTrgeq(a)

is a normal element of Fy: over F,. Note that T'rg|4(c) must not be zero (otherwise v would not
be normal) and is in F,. So § is a normal element of F+ over F,. Similarly, o is a normal element

of Fy» over Fy.

Now assume that both of o and § are normal elements of Fy» and Fi:, respectively, over F.
We prove that v = af is a normal element of Fyn over F,. As ged(v,t) = 1, by the Chinese

remainder theorem, for any 0 <i <wv—1and 0 < j <t — 1 there is a unique integer k£ such that
k=i (modwv) and k=3 (mod t),

and hence
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Thus the conjugates of « are:
a?B” . 0<i<v—1, 0<j<t—1. (2.6)

Now we prove that the elements of (2.6) are linearly independent over F,. Suppose there are

ai; € Fy such that

Z aijozqiﬁqj = 0. (27)
0<i<v—1
0<j<t-1

Let b; = Z;:Ol aijoﬂi, 0<j<t—1. Then b; € Fp» and (2.7) implies that
t—1 ,
> bpT =0
3=0

But by Lemma 2.3.2, 3,49,... ,ﬂ‘fﬁl are linearly independent over Fyv,sob; =0,0 < j <t —1.
However a,af,... ,oﬂvi1 are linearly independent over F, and hence b; = 0 implies a;; = 0 for

all 4, j. Therefore the elements in (2.6) form a basis of Fy» over F, and this completes the proof.

O

Theorem 2.3.4 (Semaev [123], Séguin [122], Jungnickel [70]) Let«, 8 and~y be as in The-
orem 2.83.3. Then

(a) the complexity of the normal basis generated by v is equal to the product of the complexities

of those of a and (3;

(b) the normal basis generated by ~y is self-dual if and only if the normal bases generated by o

and (B are both self-dual.

Proof: Let & be the column vector (o, a4,. .. , aqvfl)t and (3 the column vector (3, 39, . .. ,ﬁth )t

Then the Kronecker product & ® 3 is a column vector of length vt, consisting of the elements in

the normal basis generated by v = a3, ordered in a different way. Assume that
aa = Aa [ = B,

where A and B are v x v and t x ¢ matrices over Fy, respectively. Then by the property of

Kronecker product of matrices, we have

7y = afa®p=(ea)®(83)
= (4a)® (BP) = (A@ B)(a® f).
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The number of nonzero entries in A ® B is obviously equal to the product of those in A and B.

Part (a) is thus proved.

For part (b), Theorem 2.3.1 shows that if 7 is self-dual normal over Fj, then both o and § are
self-dual normal over F,. Assume that oo and 3 are self-dual normal over Fj,. By Theorem 2.3.1,
we just need to prove that v = af is self-dual. Note that, forany 0 <i<wv—1land0<j<t—-1,
1, ifi=5=0,

Trq'uth(Oé/B aql,@qj) = Trqv‘q(ozaql)Trqt‘q(ﬂ,BqJ) = .
0, otherwise.

That is, the normal basis generated by = is self-dual. O

The proof of Theorem 2.3.3 shows that one can easily get a multiplication table of a normal
basis of Fyer (with v and ¢ relatively prime) from multiplication tables of normal bases of Fj» and
F,t, respectively, over F,. If we are given two N-polynomials of degree v and ¢, respectively, then

the following theorem tells us how to construct an N-polynomial of degree vt.

Theorem 2.3.5 Let f(z) =Y.,_,a;z’, g(z) = Z;:o bjz’l € F,[z] be two N-polynomials of degree
v and t respectively, with v and t relatively prime. Let A, B be the companion matrices of f(x),
g(x) respectively, and let C = A® B be the Kronecker product of A and B. Then the characteristic

polynomial

t v
det(Iz — C) = det ijmjAt*j = det (ZaimiB”z)
i=0

=0

is an N-polynomial of degree vt over Fy.

Proof: Let a be a root of f(x) and 8 a root of g(x). Then « is a normal element of Fyv over F,
and 8 a normal element of Fy: over Fj. Note that a,af,... ,oﬂvil are the eigenvalues of A and
B,069,... ,ﬁqkl are the eigenvalues of B. It is easy to see that the eigenvalues of C = A ® B are
a? B’ i=0,1,...,0—1,7=0,1,... ,t — 1. therefore

detfz—C)= [[ (&—a?p"),

0<i<v—1
0<5<t—1

and it is an N-polynomial by Theorem 2.3.3. We prove that det(zI — C) = det(}_;_, a;z*B"");

the other equation is proved similarly. Denote o; = a? for 0 <1t <wv—1. Let D be the diagonal
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matrix
aq

Qg

Ay

Then there is an invertible matrix P such that A = PDP~! and thus

det(zI,; — C) det(zI,; — (PDP™') ® B)

(

= det(zly — (PR L)D®B)(P ' ® L))

= det(P® L) (2l — D®B)(P® 1))
(

= det(zl,; — D® B)

(I — apB)
(zI; — a1 B)
= det '
(.Z'It — avle)

v—1 v—1
= H det(zI; — a;B) = det H(x[t — a;B)

i=0 i=0
= det(z a;x' B,

i=0
as required. O

2.4 Distribution of Normal Elements

In this section we will show how normal elements are distributed in the whole space. We prove that
there is a basis of Fi;» over Fy such that, with respect to this basis representation, normal elements
are just the elements with some groups of the coordinates not simultaneously zero. Consequently
one can easily count the total number of normal elements and hence the number of normal bases

of Fyn over Fy.

We view Fiy» as a vector space of dimension n over Fj. Recall that the Frobenius map:

o: n=nl, neEFpm
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is a linear transformation of Fi» over Fj. This linear transformation plays an essential role in the

following context.

Before proceeding we review some concepts from linear algebra. Our standard reference to
linear algebra is Hoffman and Kunze [62]. Let T be a linear transformation on a finite-dimensional
vector space V over a (arbitrary) field F. A polynomial f(z) = > ', a;z" in F[z] is said to
annthilate T if a, T™ + -+ + a1T + apl = 0, where I is the identity map and 0 is the zero
map on V. The uniquely determined monic polynomial of least degree with this property is
called the minimal polynomial for T. It divides any other polynomial in F[x] annihilating 7.
In particular, the minimal polynomial for T divides the characteristic polynomial for T' (Cayley-

Hamilton Theorem).

A subspace W C V is called T-invariant if Tu € W for every u € W. For any vector u € V, the
subspace spanned by u, Tu, T?u,... is a T-invariant subspace of V, called the T-cyclic subspace
generated by u, denoted by Z(u,T). It is easily seen that Z(u,T') consists of all vectors of the
form g(T)u, g(x) in Flz]. If Z(u,T) =V, then u is called a cyclic vector of V for T.

For any polynomial g(z) € F[z], g(T) is also a linear transformation on V. The null space (or
kernel) of g(T") consists of all vectors u such that g(T")u = 0; we also call it the null space of g(z).
On the other hand, for any vector u € V, the monic polynomial g(z) € F[z] of smallest degree
such that g(T)u = 0 is called the T-Order of u (some authors call it the T-annihilator, or minimal
polynomial of u). We denote this polynomial by Ord, r(x), or Ord,(z) if the transformation
T is clear from context. Note that Ord,(z) divides any polynomial h(z) annihilating u (i.e.,
h(T)u = 0), in particular the minimal polynomial for T or the characteristic polynomial for T'. It

is not difficult to see that the degree of Ord, r(x) is equal to the dimension of Z(u,T).

Next we summarize the results we need from linear algebra in the following lemma. The proof

is direct, so omitted.

Lemma 2.4.1 Let T be a linear transformation on a finite-dimensional vector space V' over a
field F. Assume that the minimal and characteristic polynomials for T are the same, say f(z).
(1) Let g(z) € Flz] and W be its null space. Let d(z) = ged(f(x),g(x)) and e(z) = f(x)/d(x).
Then the dimension of W is equal to the degree of d(x) and

W ={ueV |dTu=0} = {e(Tu|ueV}
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(ii) Let f(x) have the following factorization

where f;(x) € Flx] are the distinct irreducible factors of f(x). Let V; be the null space of f (x).
Then

V=Vieloe  -aV.
Furthermore, let U;(z) = f(x)/f% (x). Then, for any u; € Vj,uj # 0,

70, ifi=j,

=0, otherwise.

Ui (T)u;

Returning to our subject, we consider Fi» as a vector space of dimension n over F, and the

Frobenius map o is a linear transformation.
Lemma 2.4.2 The minimal and characteristic polynomial for o are identical, both being ™ — 1.

Proof: We know that on = n¢" = n for every n € Fgn. So 0™ — 1 =0. We prove that 2 — 1 is

the minimal polynomial of o.

Assume there is a polynomial f(x) = Z?;ol fiz' € Fy[z] of degree less than n that annihilates

o, that is,

Then, for any n € Fyn,

n—1 n—1 )
<Z fi0i> n =Y fin* =0,
=0 =0

i.e., n is a root of the polynomial F(z) = Z;:Ol fiz?'. This is impossible, since F(z) has degree

1 1

at most ¢"~" and cannot have ¢" > ¢"~

" — 1.

roots in Fy». Hence the minimal polynomial for o is

Since the characteristic polynomial of ¢ is monic of degree n and is divisible by the minimal

polynomial for o, they must be identical, both being x™ — 1. O
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Our objective is to locate the normal elements in Fy» over F,. Let @ € Fy» be a normal

"~lo are linearly independent over F,. So there is no polynomial of

element. Then «,cq,... o
degree less than n that annihilates « with respect to 0. Hence the o-order of o must be 2™ — 1,
that is, a is a cyclic vector of Fi» over Fj with respect to o. So an element o € Fy» is a normal

element over Fy if and only if Ord, ,(z) = 2™ — 1.

Recall that p denotes the characteristic of F,. Let n = nip® with ged(p,n1) =1 and e > 0.

For convenience we denote p® by ¢. Suppose that 2™ — 1 has the following factorization in F[z]:

" —1 = (p1(2)pa(x) - or(x))", (2.8)

where @;(z) € F,[z] are the distinct irreducible factors of ™ — 1. We assume that ¢;(z) has

degree d;, i =1,2,...,7. Let

Di(x) = (2" —1)/pi(x) (2.9)
and

Ui(z) = (2" —1)/¥i() (2.10)
fori=1,2,...,r. Then we have a useful characterization of the normal elements in Fin.

Theorem 2.4.3 (Schwarz [119]) An element o € Fyn is a normal element if and only if

di(o)a £ 0, i=1,2...,r (2.11)

Proof: By definition, « is normal over Fj if and only if a; = ad' = oi(a),i=0,1,...,n—1, are
linearly independent over Fy, that is, the o-order of « is equal to ™ — 1. This is true if and only

if no proper factor of ™ — 1 annihilates «, hence if and only if (2.11) holds. O

Corollary 2.4.4 (Perlis [108]) Let n = p°. Then oo € Fyn is a normal element over Fy if and
only if Trgniq(a) # 0.

Proof: When n = p% 2" —1 = (x — 1)". So, in (2.8), r = 1, ¢1(z) = z — 1 and ®4(x) =

z" ! +... 4+ 2+ 1. By Theorem 2.4.3, a € Fyn is a normal element over Fj if and only if
n—1
Qi (0)a = Z al = Troniq(a) # 0. O
i=0

The following theorem decomposes Fy» into a direct sum of subspaces, half of which are

o-invariant subspaces. The theorem enables us to see where the normal elements of Fi» lie.
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Theorem 2.4.5 Let W; be the null space of pi(x) and W, the null space of oY (x). Let W be
any subspace of W; such that W; = W; ® I//Ivfl Then

Fq" = ZT:WZGBW/Z

i=1

is a direct sum where W; has dimension d; and T;IZ has dimension (t — 1)d;. Furthermore, an
element o € Fyn with a = Z;l(ai +a;), a; € W;, &; € ﬁv/i, is a normal element over Fy if and

only if a; # 0 for each i =1,2,... 7.

Proof: The first statement follows from Lemma 2.4.1. We only need to prove the second state-

ment. Note that if i # j then ¢! (z)|®;(x). Hence for any a; € Wj, ®;(0)a; = 0. So

as ®;(z) = U;(x)p! () is divisible by !~ *(z). Therefore, by Theorem 2.4.3, a is a normal

i %

element over F, if and only if ®;(c)a; # 0 for each i =1,2,... ,r.

Now we prove that ®;(o)a; # 0 if and only if @; # 0. Obviously, if ®;(c)a@; # 0 then @; # 0.
Conversely, let @; # 0. Then @; € W; \ W/}, whence

pi(o)a; = 0
and
i o)a # 0.
As ¥;(z) and ¢;(z) are relatively prime, there exist polynomials a(z) and b(z) in Fy[z] such that
a(@)¢i(2) + (@) Wi(z) = L.
Hence
@, = a(o)pi(o)a; +b(o)¥,(0)a;,

and so

¢ (0)a a(0)@i(o)a; + b(o)p) (o) (0)a

= b(0)(®;(0)a).
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Since @ffl(o)ai # 0, one must have that ®;(o)a; # 0. This completes the proof. O

If we have a basis for each of the subspaces W; and I//IV/Z-, then by putting them together we
have a basis for Fyn» over Fy, with the properties that an element in Fi» represented in this basis
generates a normal basis if and only if its coordinates corresponding to the subspace W; are not
simultaneously zero for each i. Since the dimension of the subspace Wj is d; > 1, the following

corollary is another immediate consequence from Theorem 2.4.5.

Corollary 2.4.6 (Normal Basis Theorem for Finite Fields) There always exists a normal

basis of Fyn over Fy.

As another consequence of Theorem 2.4.5, we count the number of normal elements, and thus

the number of normal bases of Fyn over Fj,.

Corollary 2.4.7 (Hensel [61], Ore [106]) The total number of normal elements in Fyn over
F, is

v(n,q) = [Ja"Via" - 1),
i=1

and the number of normal bases of Fyn over Fy is v(n,q)/n.

Proof: The first statement is obvious from Theorem 2.4.5 and the second one follows from the

fact that every element in a normal basis generates the same basis. U

We remark that computing v(n, q¢) does not require the factorization of ™ — 1. The only thing
one needs is the degrees of all the irreducible factors. Write n = nip® as above. Then it is shown
in [5] and [52] that

v(n,q) = ¢" ™ [ (" = 1)? D/,
dlny
where the product is over all divisors d of n; with 1 < d < ny, 7(d) is the order of ¢ modulo d,

and ¢(d) is the Euler totient function.

In the special case that n and ¢ are relatively prime, we have ¢t = 1, 17171 = {0} and W; = W,

in Theorem 2.4.5. We restate this as a corollary.
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Corollary 2.4.8 (Pincin [109], Semaev [123]) Let gcd(n,q) =1 and let
a" =1 = p1(@)pa(2) - pr(x)
be a complete factorization in Fylx]. Let W; be the null space of v;(x). Then
Fpo = WaWaa--- 0 W, (2.12)

is a direct sum of o-invariant subspaces; the dimension of W; equals the degree of v;(x). Further-
more a =Y ._, a; € Fyn, o; € W;, is a normal element of Fyn over Fy if and only if a; # 0 for

each 1.

Assume now that ged(n,q) = 1. Note that each W; in the decomposition (2.12) in Corol-
lary 2.4.8 is a o-invariant subspace and every element in W; is annihilated by ¢;(0). As ¢;(z) is
irreducible, W; has no proper o-invariant subspaces. In this case, we say that W; is an irreducible
o-invariant subspace. The decomposition (2.12) is unique in the sense that if Fi» is decomposed

into a direct sum of irreducible o-invariant subspaces
Fq" = V1®V2@@Vvs,

then s = r and, after rearranging the order of V;’s if necessary, V; = W, for i = 1,2,... ,r. As
an application of this observation, we look at a special case of the degree n when there exists an

element a € Fj such that ™ — a is irreducible over Fj,.

We first introduce some notation. A cyclotomic coset mod n with respect to ¢ that contains

an integer £ is the set
M, = {4,£q,... ,Lg™ '} mod n

where m is the smallest positive integer such that g™ = {(mod n). Let S be a subset of
{0,1,... ,n — 1} such that M,, and My, are disjoint for any ¢, {3 € S, {1 # {2, and
{0,1,... . n—1} = |J M.
Les

Any subset S satisfying this property is called a complete set of representatives of all the cyclotomic

cosets mod n.
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Theorem 2.4.9 (Semaev [123]) Let ged(n,q) = 1, and assume that there exists a € Fy such
that " — a is irreducible over Fy. Let o be a root of ™ —a and S a complete set of representatives
of all the cyclotomic cosets mod n. For £ € S, let V, be the subspace of Fyn spanned over Fy by
the elements of the set {a™ | m € M;}. Then

Fpo = Y Vi (2.13)

Les

is a direct sum of irreducible o-invariant subspaces. Therefore an element 6 =, 0, 0, € Vy,

is a normal element if and only if 0y # 0 for each £ € S.

Proof: As {1,a,...,a" '} is a basis of Fy» over Fy, (2.13) is a direct sum. Obviously, each V;
is o-invariant. We just need to prove that V; is irreducible. Let ny be the cardinality of M,. Note
that the number of irreducible factors of 2" — 1 of degree m is equal to the number of £ € S such

that ny = m. If fy(x) is the characteristic polynomial of o on V;, then
2" =1 = [] felx).
£cs

Hence, the polynomials f(x) are irreducible over F,. Therefore (2.13) is an irreducible o-invariant

decomposition. O

2.5 Characterization of N-Polynomials

In Section 2.1 we saw that irreducible polynomials with linearly independent roots are called
N-polynomials and the construction of normal bases is equivalent to the construction of N-
polynomials. A natural problem is: when is an irreducible polynomial an N-polynomial? This

section is devoted to the discussion of this problem.

A direct way to verify whether an irreducible polynomial f(z) is an N-polynomial is as fol-

lows. Let a be a root of f(x). Then 1,a,...,a" ! form a polynomial basis of Fyn over F, and
a,al,. .. ,oﬂ"fl are all the roots of f(x) in Fy». Express each oﬂi, 0 < i < n-—1, in the polynomial
basis:

n—1
al = "bjal, b € Fy (2.14)
j=0
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If the n x n matrix B = (b;;) is nonsingular then a,a9,... ,anl are linearly independent, and

hence f(z) is an N-polynomial.

This does give us a polynomial-time algorithm to test if f(z) is an N-polynomial. However
(2.14) requires a lot of computations. A natural question is whether there is a simple criterion to

identify N-polynomials. The answer is yes in certain cases.

Actually, Theorem 2.4.3 gives us another way to check if an irreducible polynomial is an N-
polynomial. Noting that c¢(o)a = > ;" c;a? for any polynomial c¢(z) = Yo cxt € Fylz], we

can restate Theorem 2.4.3 as follows.

Theorem 2.5.1 (Schwarz [119]) Let f(z) be an irreducible polynomial of degree n over F, and
a a root of it. Let ™ — 1 factor as in (2.8) and let ®;(x) be as in (2.9). Then f(x) is an
N-polynomial over Fy if and only if

Ls,(a) # 0 for eachi=1,2,...,r,

where Lo, () is the linearized polynomial, defined by Lo, (z) =Y v, tizd if By(x) = S tixt

In general, checking the conditions in Theorem 2.5.1 is equivalent to computing (2.14). But,
in certain cases, the conditions in Theorem 2.5.1 are very simple, as indicated by the following

four corollaries.

Corollary 2.5.2 (Perlis [108]) Letn = p® and f(z) = 2" +a1z" ' +--- +a, be an irreducible
polynomial over Fy. Then f(x) is an N-polynomial if and only if a; # 0.

Proof: It follows from Corollary 2.4.4 by noting that a; = —Trgn () for any root of f(x). O

Corollary 2.5.3 Let f(z) = 2% 4+ a1z + az be an irreducible quadratic polynomial over F,. Then
f(z) is an N-polynomial if and only if a1 # 0.

Proof: Note that 22 — 1 = (z — 1)(x + 1) and apply Theorem 2.2.4. O

Corollary 2.5.4 (Pei, Wang and Omura [107]) Let r be a prime different from p. Suppose
that q is a primitive element modulo r. Then an irreducible polynomial f(x) = x"+ayx" 1+ - -+a,

is an N-polynomial over Fy if and only if a1 # 0.
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Proof: Note that
"1 = (z—1)(a" 4+ +1).

Since ¢ is primitive modulo r, z"~!+- - -+z+1 is irreducible over F},. Hence, in (2.8), ¢1(z) = z—1
and po(z) = 2" 1+ +x+1. Thus ®1(z) = ¢2(r) and ®3(x) = p1(z). Let a be a root of f(x).
By Theorem 2.5.1, f(x) is an N-polynomial if and only if

r—1

Qi(0)a = a? 4+ alta = Trye(a) = —ar # 0 (2.15)

and
Py(0)a = a?—a # 0. (2.16)
But (2.16) is obviously true, since @ ¢ F. O

Corollary 2.5.5 Let n = p°r where v is a prime different from p and q is a primitive element
modulo r. Let f(z) = 2™ + a1z~ + -+ + a,, be an irreducible polynomial over F, and o a root
of f(x). Let u = Zfigl a?" . Then f(x) is an N-polynomial if and only if a1 # 0 and u & Fy.

Proof: In this case, the following factorization is complete:

=1 = (@ -1 = (-1 @+ tar )P

Hence
l‘n 1 n—1
Oy (x) = 1 = x',
1=0
and
z" —1 zPr—1
o) = = @1t

I
0
|
=
VRS
M7
L
8
3
N~

I
]
Rb\v
3
+
|

]

8@

3

It follows that
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and

pefl . q p671 ‘
L<I>2 (a) = ( Z aq”) . Z aqlr
3 =0

Note that u?—u # 0 if and only if u € F,;. The result now follows immediately from Theorem 2.5.1.
O



Chapter 3

Construction of Normal Bases

In this Chapter, we present various algorithms for constructing normal bases. We also construct

explicitly some families of irreducible polynomials with linearly independent roots.

3.1 Randomized Algorithms

We begin with a brief discussion of randomized algorithms. The simplest algorithm which comes
to mind for constructing a normal basis is to repeatedly select a random element « in Fy» until
{a,08,..., oﬂ"fl} is a linearly independent set over Fj. This is a probabilistic polynomial-time
algorithm since von zur Gathen and Giesbrecht [56] have shown that the probability, , that « is

normal over F, satisfies k > 1/34 if n < ¢*, and k > (16 log, n)~1lif n > ¢*.

A better probabilistic algorithm is based on the following theorem.

Theorem 3.1.1 (Artin [9]) Let f(x) be an irreducible polynomial of degree n over F, and o a
root of f(x). Let

f(z)
(z —a)f'(e)

Then there are at least ¢ — n(n — 1) elements u in Fy such that g(u) is a normal element of Fyn

g(z) =

over Fy.

35
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Proof: Let o; be the automorphism 6 — qu, € Fpn,fori=1,...,n. Then o; = o;(a) is also

aroot of f(z),1<i<n.Let

gl( ) Z(g( )) ("E*Oéi)f/(ai),

and note that o;0,(g(z)) = 04;(g9(x)). Then g;(z) is a polynomial in Fy»[z] having oy as a root

for k # i and g¢;(a;) = 1. Hence

gi(x)gr(r) =0 (mod f(z)), fori k. (3.1)

Note that
91(z) + g2(x) + -+ gn(x) =1 = 0, (3.2)
since the left side is a polynomial of degree at most n — 1 and has oy, as, ... ,a, as roots.

Multiplying (3.2) by g;(z) and using (3.1) yields
(9i(2))* = gi(z) (mod f(x)). (3-3)
We next compute the determinant, D(xz), of the matrix
D = [oi05(9(x))], 1<i,j<n.

From (3.1), (3.2) and (3.3), we see that the entries of DT D modulo f(x) are all 0, except on the

main diagonal, where they are all 1. Hence
(D(z))? = det(DTD) = 1 (mod f(z)).

This proves that D(z) is a non-zero polynomial of degree at most n(n —1). Therefore D(z) has at
most n(n — 1) roots in F,. The proof is completed by noting that, by Theorem 2.2.2, for u € Fy,
g(u) is a normal element of Fyn over Fy if and only if D(u) # 0. O

Now the algorithm is very simple. Choose u € F, at random, and let § = g(u). Then test if 6
is a normal element of Fjyn over Fy,. Theorem 3.1.1 tells us that if ¢ > 2n(n—1), then 6 is a normal
element with probability at least 1/2. The entire computation takes O((n + logq)(nlogq)?) bit
operations, as shown by Bach, Driscoll and Shallit [11].

Frandsen [46] shows that when ¢ > 2n(n — 1), an arbitrary element in F» is a normal element
with probability > 1/2. In general, he proves that a random element in Fy» is a normal element

with probability at least (1 —¢~')/(e(1 + log,(n))).
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3.2 Deterministic Algorithms

Next we turn to deterministic algorithms for constructing normal bases for Fy» over F;. We will
assume that an irreducible polynomial f(x) of degree n over Fj is given. Let a be a root of f(z).
Then {1,q,... ,a" '} is a basis of F;» over F,. Thus we may compute the matrix representation
of the Frobenius map o : ¢ — 29, ¢ € Fyn. Von zur Gathen and Shoup [53] give an efficient way

to do this.

An obvious deterministic algorithm follows from Theorem 2.4.5. One first factors 2™ —1 over Fj,
to get the factorization (2.8). Then one computes a basis for each subspace in the decomposition
of Fygn in Theorem 2.4.5. Thus one obtains a basis for the whole space Fyn» over F, and normal
elements are just those whose coordinates corresponding to each W; are not simultaneously zero.
One advantage of this algorithm is that it produces all the normal elements. However it is not
efficient, since there is currently no deterministic polynomial time algorithm known to factor ™ —1

when p is large.

In the following we will present two deterministic polynomial time algorithms due to Liineburg
[92] and Lenstra [85]. As shown by Bach, Driscoll and Shallit [11], both algorithms have the same
complexity. In both algorithms we need to find the o-Order Ordy(z) of an arbitrary element 6 in
F,n. Note that the degree of Ordg(x) is the least positive integer k such that ¥ belongs to the F,-
linear span of {c%0 | 0 <i < k}. If 0% = Zf;ol ;o0 for that k, then Ordg(x) = ¥ — Zf;ol cixt.

This shows that Ordg(z) can be computed in polynomial time (in n and log q).

Liineburg’s algorithm is very simple. For each ¢ = 0,1,... ,n — 1, compute the o-Order
fi = Ord,i(z). Then =™ — 1 = lem(fo, f1,... , fn—1). Now apply factor refinement [11] to the
list of polynomials fy, f1, ..., fn_1. This will give pairwise relatively prime polynomials g1, g2,

., gr and integers e;;, 0 <7 <n—1,1 < j <r, such that

f; = H g;7, i=0,1,...,n—1

1<j<r

For each j, 1 < j <, find an index i(j) for which e;; is maximized. Let
€i(5)d
hi = fii/9;""

and take 3; = h;(0)a!(). Then

B=>8
j=1
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is a normal element of Fy» over Fy. The reason is that the o-Order of §; is g;i(j)j forj=1,...,r.

As g1, 92, ..., g, are pairwise relatively prime, the o-Order of § must be

T

€i(5)i __ n
[[o; =am—1,
=1

that is, 3 is a normal element. Bach, Driscoll and Shallit show that this algorithm takes O((n? +

log q)(nlog q)?) bit operations.

Lenstra’s algorithm is more complicated to describe, but has more of a linear algebra flavour.
Its complexity is the same as Liineburg’s algorithm. Before proceeding to describe this algorithm,

we need two lemmas.

Lemma 3.2.1 Let 0 € Fyn with Ordg(z) # 2™ — 1. Let g(z) = (¢™ — 1)/Ordg(z). Then there
exists 3 € Fyn such that

g(o)B = 0. (3.4)

Proof: Let v be a normal element of Fyn over F,. Then there exists f(z) € Fy[z] such that
f(o)y = 6. Since Ordy(c)f = 0, we have (Ordg(c)f(c))y = 0. So Ordy(x)f(z) is divisible by
™ — 1. Therefore f(z) is divisible by g(x). Let f(z) = g(x)h(z). Then

g9(o)(h(o)) = 0.

This proves that 8 = h(c)y is a solution of (3.4). O

Lemma 3.2.2 Let 0 € Fyn with Ordg(x) # ™ —1. Assume that there exists a solution 8 of (3.4)
such that deg(Ordg(x)) < deg(Ordg(x)). Then there exists a non-zero element n € Fyn such that

g(o)n = 0, (3.5)
where g(z) = (™ — 1)/Ordg(x). Moreover any such n has the property that

deg(Ordgyn(x)) > deg(Ordg(x)). (3.6)

Proof: Let v be a normal element in Fyn over Fy. It is easy to see that n = Ordg(o)y # 0 is a
solution of (3.5). We prove that (3.6) holds for any non-zero solution 1 of (3.5).
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From (3.4) it follows that Ordg(x) divides Ordg(z), so the hypothesis that deg(Ordg(z)) <
deg(Ordg(z)) implies that Ordg(z) = Ordg(x). Hence g(z) must be relatively prime to Ordg(z).
Note that Ord,(z) is a divisor of g(x), and consequently Ordg(z) and Ord,(x) are relatively
prime. This implies that

Ordgyn(z) = Ordg(z)Ord, (),

and then (3.6) follows from the fact that  # 0. The proof is now complete. O

We are now ready to describe Lenstra’s algorithm for finding a normal element of Fy» over Fj.

Algorithm Construct a normal element of Fy» over F.
Step 1. Take any element 6 € Fy» and determine Ordg(x).
Step 2. If Ordg(z) = 2™ — 1 then the algorithm stops.

Step 3. Calculate g(x) = (" —1)/Ordg(z), and then solve the system of linear equations g(c)5 =
0 for (.

Step 4. Determine Ordg(z). If deg(Ordg(z)) > deg(Ordg(z)) then replace # by 8 and go to
Step 2; otherwise if deg(Ordg(z)) < deg(Ordg(x)) then find a non-zero element n such that
g(o)n = 0, replace 6 by 6 + n and determine the order of the new 6, and go to Step 2.

The correctness of the algorithm follows from Lemmas 3.2.1 and 3.2.2, since with each replace-

ment of 0 the degree of Ordg(z) increases by at least 1.

3.3 Factoring z¢—1

To realize the decomposition in Theorem 2.4.5, we need to factor polynomials of the type ¢ —1 in
F,[z]. Polynomial factorization is, of course, of independent interest; it has important applications
in computer algebra, coding theory and cryptography. For surveys on this topic, the reader is

referred to [89, Chapter 4] or [99, Chapter 2] and the references given there.

We will not try to give the best algorithms for this problem. Instead we present some results
that are of interest from a theoretical point of view. A result due to Daykin [39] shows that if one

knows the minimal polynomial f(z) of a primitive e-th root « of unity then all the irreducible
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factors of ¢ — 1 can be obtained by computing the minimal polynomials of o for t = 1,2,... ,e.
We give a new characterization of the minimal polynomial of a! in terms of the coefficients of the
quotient polynomial (z¢ — 1)/f(x). When e = r*, where r is a prime, we show that 2™ — 1 can
be factored in polynomial time (in r*, and log q) if an irreducible factor of (" —1)/(z — 1) and an
irreducible polynomial of degree r are given. Finally, we present an explicit complete factorization

of 22" — 1 over F, when ¢ = 3 mod 4.

3.3.1 A Theorem of Daykin

Let f(x) € Fy[z] with f(0) # 0. The period of f(z) is defined to be the smallest positive integer
e such that f(x) divides ¢ — 1. Recall the definition for cyclotomic cosets on page 30.

Theorem 3.3.1 (Daykin [39]) Let f(z) be an irreducible polynomial over F, of degree n and
period e. Let o be a root of f(x) and fi(x) be the minimal polynomial of o over F, for any integer

t. Let A C Z¢ be a complete set of representatives of the cyclotomic classes mod e with respect to

q. Then

z* — 1= [] £i(=).

teA

In order to factor °—1 in Fyn, one problem here is to find efficiently an irreducible polynomial
f(x) € Fyn[z] whose roots are primitive e-th roots of unity. There are at present no deterministic
polynomial time (in logq and deg f(z)) algorithms to solve this problem. In this respect, the

following result seems interesting.

Theorem 3.3.2 Let r be an odd prime that does not divide q, and let m be the order of ¢ modulo
r. Suppose that an irreducible factor of (z" —1)/(x — 1) and an irreducible polynomial of degree
r in Fy[z] are given. Then, for any positive integer k, an irreducible polynomial in Fyn|x] whose
roots are primitive r*®-th roots of unity can be found deterministically in time polynomial in v, k

and logq.

Proof: We only give a sketch of the proof. Let a be a root of the given irreducible factor of

(2" = 1)/(x — 1), and § a root of the given irreducible polynomial of degree r. Then

{a'pf|0<i<m-—1, 0<j<r—1}
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is a basis of Fymr over Fj,. Henceforth, we assume that elements in Fym- are represented with

respect to this basis.

Let ¢™ — 1 = r'l with ged(l,7) = 1. Then r**! divides ¢™" — 1. As a has multiplicative order

r, the equation
21" = a (3.7)

has at least one solution in Fymr, say . It is easy to see that the multiplicative order of vy is
divisible by r**!. Hence v = 'yéqm_l)/T is in Fym and has multiplicative order r*. Let f(z) be the
minimal polynomial of v over F,. For any positive integer k, as ™ — 7y is irreducible in Fym [z], we
see that f (x”k) is irreducible over Fj. It is easy to see that the roots of f (xrk) have multiplicative

order r*** for all integers k > 0.

Note that (3.7) can be written as
7 = za. (3.8)

Since (3.8) is a system of linear equations in the coordinates of z, it can be solved in polynomial
time. So - can be computed in polynomial time. Also the minimal polynomial of v can be easily

computed by the method in [58]. The theorem is thus proved. O

3.3.2 A Characterization of Minimal Polynomials

Another problem is to compute the minimal polynomials fi(z) from f(z). Let C¢(x) be the
characteristic polynomial of o' in Fyn over F, (a' is viewed as the linear transformation of
multiplying o' on the elements of F,».) Then it is easy to see that Ci(z) = (f:(x))", where
r = n/d and d is the degree of f;(x). In fact d is equal to the smallest positive integer k such
that t¢* =t mod e. If ¢ is relatively prime to e, then d is equal to n. Thus if gcd(¢,e) = 1 then
fi(x) = Ci(x). Several methods of computing C¢(z) are given by Alanen and Knuth [6], Daykin
[39], Rifa and Borrell [113] and Thiong Ly [136]. We will not discuss these methods here. Instead
we will show that the coefficients of f;(x) are a unique solution of a system of linear equations
whose coefficients are from the coefficients of the quotient polynomial (z¢ — 1)/f(z). Though

Theorem 3.3.3 seems not provide any advantages in computing f;(x), it is interesting in itself.



FACTORING z¢ — 1 42

For a polynomial g(z) = Zf:_(} g:w®, the associated column vector (go, g1, ,ge—1)! of g(z) is
denoted by g. The polynomial g(x) can be written as (1,z,--- ,2°"1)g. Let u be a column vector.

We will use ul?! to denote the column vector obtained by cyclic shifting v downwardly ¢ positions.

Theorem 3.3.3 Let f(x) be an irreducible polynomial of degree n and period e over F,. Let x°—
1= f(z)h(z), say h(z) = > ;_ hiz'. Let h denote the column vector (ho,h1,- - ,he_yp,0,--+,0)!
of length e. Let a be a root of f(z) in some extension field of F,. Then, for any non-negative
integer t, the minimal polynomial of o' over F, is m(z) = E?:o myxt, where d is the smallest
positive integer d such that tq¢® = t mod e and X = (mg,my,--- ,mq)’ is the unique solution of

the following system of linear equations:

(h R h[dﬂ) X =0, (3.9)
with mg = 1.
Proof: First note that the degree of the minimal polynomial m(z) of a! over Fj is equal to the

smallest positive integer k such that (at)qk = al, or equivalently the smallest integer k such that

tg® =t (mod e), as the order of « is e. Hence the degree of m(z) is d.

Now m(a?) = 0 implies that « is a root of m(x?). It follows that f(z) divides m(z!). Thus
x¢ — 1 divides m(x?t)h(z), that is,

m(z')h(z) =0 (mod z€ — 1). (3.10)
Write h(z) as (1,z,--- ,2° 1)h. It is easy to see that

2'h(z) = (1,2 YR (mod z¢ —1).

Hence
d
m(z)h(z) = Y mi(2"h(z))
i=0
d .
= Zml(l,x, o,z YA (mod 2° — 1)
=0
d
= (1,z,---,2°%) Zm Rl (mod z€ —1).
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The equation (3.10) is equivalent to

d
> mnlt =o. (3.11)
=0

So we have proved that the coefficients of the minimal polynomial of a* over F,, must be a solution

of the equation (3.9), and the equation (3.10) is equivalent to the equation (3.9).

Finally, we only need to prove that (3.9) has a unique solution within a scalar multiple.
Since (3.9) and (3.10) are equivalent, for any nonzero solution A = (ag,ai,--- ,aq)’ of (3.9), the

associated polynomial A(z) = Z:-l:o a;z" has degree at most d and satisfies
A(@")h(z) =0 (mod z° —1). (3.12)
Plug « in (3.12), we have
A(a’)h(a) = 0. (3.13)

As e|(¢™ — 1), e is relatively prime to g. This implies that ¢ — 1 has no multiple roots, thus
h(a) # 0. Hence we have from (3.13) that A(a’) = 0, that is, o’ is a root of A(z). One sees that
A(z) is divisible by the minimal polynomial m(z) of ' over F, which has degree d. Therefore
aqg # 0 and A(x) = agm(x), that is, the equation (3.9) has only one solution (ag, a1, - ,aq) with

aq = 1. This completes the proof. O

3.3.3 Factoring z2" — 1

In this section, we consider the problem of completely factoring 22" — 1 over F, for ¢ = 3 mod 4.
Asz? —1=(z—1) Hf;é(xT + 1), we just need to factor 22° + 1. As the roots of 22" + 1 are
primitive 257 1th roots of unity (in some extension field of F), every irreducible factor of 22" +1
is of the same degree, a power of 2. Also let ¢ = p™ where p is a prime. Then m must be odd
and p = 3 mod 4. We only need to factor 22" 4+ 1 over F,, since its irreducible factors in F[z]

will remain irreducible over Fj,.

We assume that p is a prime such that 2%|(p + 1), 227! { (p + 1) with @ > 2. Then 2% is the
highest power in p?> — 1. We first quote the following result due to J.A. Serret [126], see also [89,
Theorem 3.75].
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Lemma 3.3.4 Let a € F; with multiplicative order e. Then the binomial ! — a is irreducible in

F,[z] if and only if the integer t > 2 satisfies the following conditions:
(1) ged(t, (¢ — 1)/e) =1,

(1) each prime factor of t divides e,

(iii) if 4|t then 4|(q — 1).

Theorem 3.3.5 Let H; = {0}. Recursively define

u+1
H, = {j:(T)@H)/4 © w€ Hy 1}

fork=2,3,---,a—1 and

-1
H, = {i(“T)@“)/‘* Cwe Hy 1)

Then, for 1 < k < a — 1, Hy, has cardinality 21,

22 41= H (z% — 2uzx + 1), (3.14)
ueHy
and for any integer e > 0,
2 1= H (;1:2e+1 —2uz? —1). (3.15)
ueH,

All the factors in the above products are irreducible over Fj.

Proof: First note that F,2 contains all the 2*T'th roots of unity, since 2**!|(p? — 1). Since
22t (p—1), for 1 < k < a, every primitive 28T1th root of unity is of degree 2 over F,,. We prove
(3.14) and (3.15) by induction on k.

For £ = 1, note that p = 3 mod 4, —1 is a quadratic nonresidue in F,. Hence 22 + 1 is

irreducible over F),. Therefore (3.14) is true for k = 1.

Assume that (3.14) is true for k£ with 1 < k < a. For k + 1, we prove that (3.14) is true if
k+1 < aand (3.15) with e = 0 is true if k + 1 = a. Substituting the z in (3.14) by z? yields

227 1= H (z* — 2ux?® +1).
ueHy,

and for a complete factorization it is required to factor

z* — 2ux? +1 (3.16)
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for any u € Hy.

Let 8 be a root of (3.16). Then § is of order 282, As k +2 < a+1, 8 is of degree 2 over F},.

The minimal polynomial of 3 is of the form
2 —2rx + s, (3.17)

where r,s € F,. As (3 is a root of both (3.16) and (3.17), we have

8% +s=2rp, (3.18)
and
gt =2up® - 1. (3.19)
Squaring (3.18) gives
Bt = (41 — 25)3% — 2. (3.20)

From (3.19) and (3.20) we have
(4r% — 25)3% — 5% = 2upB? — 1.

As 8% ¢ F, (since 3% has order 28! and 2**1 { (p — 1)), we must have 4r% — 2s = 2u and s* = 1.
So

s =+1, (3.21)

Pty /2 ; L ; %)/, (3.22)

The last equation follows from the fact that if w is a quadratic residue in F}, then w®*+1/4 is a

and

square root of w. We prove that s must be 1 if k <a—1,and —1if k=a—1.

Casel k<a—1 Thenk+1<a—1and k+3<a+1. Supposes=—1in (3.21) and
(3.22). Then, from (3.17), 22 — 2rz — 1 is irreducible and its roots are primitive 2**2th roots of
unity. Hence the roots of 2* — 2rz? — 1 are primitive 2¥*3th roots of unity. As k +3 < a + 1,
z* — 2rz? — 1 has two irreducible factors of degree 2, and assume z? — 27z + 5 is one of them.

Then, by a similar argument leading to (3.21) and (3.22), we find that

2 =-1 (3.23)
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and
47% — 25 = 2r (3.24)

have at least one solution (7, 3) € F, x F,. This is impossible , as —1 is a quadratic nonresidue in

F,.
Therefore s = 1 in (3.21) and (3.22). Since (3.16) has irreducible factors of degree 2, for every

u € Hy, (u+ 1)/2 must be a quadratic residue in F,. Let u; = ((u + 1)/2)®+1)/4. Then
zt = 2ur? +1= (2% — 2uyz + 1) (2 — 2(—uy)z + 1).

So (3.14) is true for k + 1.

Case 2 k=a-—1. Inthiscase,k+2=a+1,k+3=a+2>a+ 1. Suppose s=11in
(3.21) and (3.22). Then both x? — 2rx 4+ 1 and 22 + 2rz + 1 are irreducible and have roots being

primitive 22+1th roots of unity. Thus the roots of

zt —2rz? + 1 (3.25)
and

x4+ 2rz? +1 (3.26)

are primitive 2°+2th roots of unity. Since p has order 4 modulo 292, a primitive 2**2th root of

unity is of degree 4 over F,. So (3.25) and (3.26) must be irreducible over F,.

It is easy to see that if (r +1)/2 = 72 for some 7 € F,, then z? — 27z + 1 divides (3.25); if
(r —1)/2 = 72 for some 7 € F,, then z? — 27z — 1 divides (3.25). So for (3.25) to be irreducible,
both (r+1)/2 and (r —1)/2 must be quadratic nonresidues. Similarly, for (3.26) to be irreducible,
both of (—r + 1)/2 and (—r — 1)/2 must also be quadratic nonresidues. This is impossible, since

—1 is a quadratic nonresidue in F, and one of (r +1)/2 and —(r + 1)/2 is a quadratic residue in

F

-
Therefore s = —1 in (3.21) and (3.22). Hence, for each u € Hy, (u—1)/2 is a quadratic residue
in Fp,. Let u; = ((u—1)/2)®P+D/4, Then

t = 2ux? +1 = (2% — 2uyz — 1)(2® — 2(—uy)z — 1).

So (3.15) is true for e = 0.
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This proves by induction that (3.14) and (3.15) with e = 0 hold. As the factors in (3.14) and
(3.15) (with e = 0) are minimal polynomials of roots of unity, they are all irreducible over F,.
For e > 0, (3.15) obviously holds as it is true for e = 0. We just need to prove that every factor
in (3.15) is irreducible over F,. For any u € H,, we have proved that #2 — 2uz — 1 is irreducible
over F,. Let a1, ay be its two roots. We know that oy, @y € Fj,» and have order 29+l By Lemma

3.3.4, 22" — a; and #2° — ay are irreducible over F)2 for any integer e > 1. Hence

(2 — o) (@* —ap) = 22— oua? — 1

is irreducible over Fj,.
This completes the proof. O

Note that when p = —1(mod8) (so a > 2), 1/2 is a quadratic residue in F,,. From the above
proof we see that if kK < a — 1 then, for every u € Hy, (u+1)/2 is a quadratic residue in F),, thus
u+ 1 is a quadratic residue. Observe that the irreducibility of 22 — 2uz + 1 = (z — u)? — (u? — 1)
implies that u?> —1 = (u—1)(u+1) is a quadratic nonresidue. So u — 1 is a quadratic nonresidue.
Similarly, for u € H,_1, u—1 is a quadratic residue and u+1 is a quadratic nonresidue. For u € H,,
we can only say that u? 4 1 is a quadratic nonresidue due to the irreducibility of 22 — 2uxz — 1. In

summary, we have

Corollary 3.3.6 If p = —1(mod8) (hence a > 2), then

(a) foreachl <k <a—1andu € Hy, u+1 is a quadratic residue in F,, and u—1 is a quadratic

nonresidue in Fp;

(b) for eachu € Hy_1, u—1 is a quadratic residue in F, and uw+ 1 is a quadratic nonresidue in

F,;

(c) for each u € H,, u* + 1 is a quadratic nonresidue in F,.

This solves, in a theoretical sense, a problem arising from primality testing [35, (11.6)(a)] and

[26, section 5], as remarked by Lenstra [85, page 344].

Corollary 3.3.7 For 1<k <a, let u € Hg. Define

(1—u2)PtD/A f k< a,
(=1 —u?)PHV/4 if k= a.
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Then u + iv € Fy2 = F,(i) is a 28T th primitive root of unity where i = \/—1.

Proof: For u € Hj, with k < a, we know from Corollary 3.3.6 that 1 — u? is a quadratic residue
in F,. So v = (1 —u?)®PtD/4 is a square root of 1 — u?, that is, v* = 1 — w2, Hence u + iv is a
root of £2 — 2ux + 1. By Theorem 3.3.5, u + iv is a 2¥T'th primitive root of unity. For u € H,,

the proof is similar. [J

Asz® —1=(z—1) Hf;é (22" 4 1), the following corollary is an immediate consequence of

Theorem 3.3.5.

Corollary 3.3.8 For any integer t > 1, the following factorization over F, is complete:

(a) ift<a+1, then

t—1

:czt—lz(:c—l)(a:—f—l)H H(xz—2um—|—1);

i=1ueH;

(b) ift >a+1, then

¥ —1=@-D+1) [[ @-2u+1) [[ ¥ -2 -1).
ueH; ueH,
1<i<a-—1 0<r<t—a—1

In concluding this section, we mention a possible application of the above results in applying
the Fast Fourier Transform (FFT) over finite fields [91, Chapter IX] and [4, Chapter 7]. The
FFT is widely used in many areas including computing the convolution of data, digital signal
processing and computing products of polynomials or integers. In [91], to apply the FFT over
finite fields one chooses an appropriately large N = 2¢ and a prime p of the form Nk + 1. If an
Nth root of unity w in F), is given, then the FFT evaluates a polynomial in F,[z]| of degree at
most N at the N points 1,w,w?,... w1 in time O(N log N). The problem here is that, when
an integer e and a prime p = 2°k + 1 are given, there is currently no deterministic polynomial
time (in logp and e) algorithm to construct a 2°th primitive root of unity in F),. It is suggested
in [4] to apply the FFT over the ring Z,, of integers modulo m where m = 2¥/2 4 1 (which is
not necessarily a prime). One advantage of Z,, is that 2 is known to be a primitive Nth root of
unity in Z,,. Since the number m is exponential in N, the computation in Z,, may be expensive
for large N. In the following we show that such problems do not exist if one operates the FFT

over Fp2.
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Let e > 1 be a positive integer and N = 2¢. Let p be any prime of the form 2Nk — 1. Define

u = u, inductively: u; = 0 and

1 _
up = (—+;k 1)(”“)/4, k=2,3,...,e.

Let

v=(1—u?)PtD/4

Then, by Theorem 3.3.5 and Corollary 3.3.7, w = u+iv € F,» = F,(i) is a 2°th primitive root of
unity where s = v/—1. Here the number of F,-operations needed to get u+1iv is O(elogp). So one
can compute a 2°th primitive root of unity in Fj> quickly for any given integer e and prime p of
the form 2Nk — 1. Also, for fixed N = 2¢, the prime number theorem in arithmetic progressions
[88] implies that the number of primes 2Nk — 1 < N? is approximately N/(2elog2). This means
that primes of the required form exist in reasonable abundance and their sizes can be bounded by

N2. So the problems encountered in [4] and [91] are avoided when the FFT is applied over Fj.

3.4 Specific Constructions

In this section, we shall present several families of N-polynomials (irreducible polynomials whose

roots are linearly independent).

3.4.1 For n whose prime factors divides ¢ — 1

The following result shows how to construct an infinite family of N-polynomials whose degrees

have prime factors from g — 1.

Theorem 3.4.1 Let a € F,, be such that ™ — a is irreducible in Fy[x]. Then the polynomial
az" — (z —1)"

is irreducible and has linearly independent roots over Fy.

Proof: Let o be a root of 2™ — a. Then

1 1
= 1 n—1y
1—«a 1—a( tadt +a")
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By Theorem 2.4.9, we see that (1 — a)~! is a normal element in F,» over Fj. It is easy to check
that (1 — a)~! is a zero of az™ — (z — 1)". Therefore az™ — (x — 1)" is a scalar multiple of the

minimal polynomial of (1 — a)~!, and thus an N-polynomial. O

By Lemma 3.3.4, we have the following corollary.

Corollary 3.4.2 Let a be a primitive element in Fy and n = Hle rﬁ" where 11, T2, ... , T are

distinct prime factors of g—1. We assume that ¢ = 1(mod 4) if some r; = 2. Then the polynomial
az™ — (x — )"

is irreducible and has linearly independent roots over Fy for all positive integers 1, la, ... ,l.

Example 3.4.3 As 2 is primitive in Fs, and by Corollary 3.4.2, the polynomial 22" — (z — 1)2k

is irreducible with linearly independent roots over Fy for all integers k& > 1.

Example 3.4.4 Over Fi3, the following polynomials are N-polynomials for all integer k, ¢ > 0:
a. az?’ — (x — 1)2k, a € {+2,+5,+6};
b. az®’ — (z — 1)%", a € {£2,+3, +4, +6};

c. az?3" — (z - 1)¥3" a € {£2, £6}.

3.4.2 For n being a power of 2

In this section, we show how to construct an N-polynomial of degree any power of 2. If ¢ =
1 mod 4, then by Theorem 3.4.1, for any quadratic nonresidue a in F, the polynomial azr? —
(z — 1)2k is an N-polynomial for every integer £ > 0. If ¢ = 3 mod 4, we just need to consider
the problem over the prime field F},, since if p is the characteristic of Fi; then p = 3 mod 4 and
g = p™ for odd m, and further, any N-polynomial of degree a power of 2 in F,[x] remains an

N-polynomial in F[z].

Theorem 3.4.5 Let p =3 mod 4 be a prime. Assume that x2 — bz — c € F,[x] is irreducible with
b # 2 and c a quadratic residue in F,. Then the polynomial

2k+1

(x—1) —b(z — 1)2km2k —c2? (3.27)

is irreducible with roots being linearly independent over F, for every integer k > 0.
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Before proceeding to the proof of Theorem 3.4.5, we look at a corollary and some examples.

Corollary 3.4.6 Let p =3 mod 4 be a prime and let a be the largest integer such that 2*|(p+1).
Let the set H, C F}, be defined as in Theorem 3.8.5. Then for any v € H,, u # 1, the polynomial

k+1 k k k+1
2 2k 2b o2

(x—1) —2u(z — 1)z

is an N -polynomial over F), of degree 2k+L for every integer k > 0.

Example 3.4.7 Let p = 3. Then a = 2. We have H; = {0}, H2 = {£1}. So by Corollary 3.4.6,
the polynomial

k41 k ok k+1
R

(z —1)

is an N-polynomial over F3 of degree 281 for every integer k > 0.

Example 3.4.8 Let p = 7. Then a = 3. We have Hy = {0}, Hy = {+2}, and Hs = {£2, +4}.

Hence for every u € Hs, the polynomial

(x — 1)2k+1 —2u(x — 1)2kx2k —

is an N-polynomial over Fy; of degree 281 for every integer k > 0.

Proof of Theorem 3.4.5: Let « be a root of (3.27). Then § = (o« — 1)/« is a root of
22— e (3.28)

The polynomial (3.27) is irreducible over F), if and only if the polynomial (3.28) is irreducible over
F),. To see that (3.28) is irreducible, let y be a root of 22 —bz—cin F,2. As 2?—bx—c is irreducible
over F,, we have 77 +~ = b and 7Py = vP*! = —c. Since —c is a quadratic nonresidue in F,, the
multiplicative order of —c is divisible by 2. Let p + 1 = 2%h; for h; odd. Then p? — 1 = 20F1p,
for ho odd. The multiplicative order of v must be divisible by 2+, Hence v, and thus 47, is a
quadratic nonresidue in Fp2. It follows from Lemma 3.3.4 that 22" —~ and 22" —~P are irreducible

over Fy> for every integer k > 0. Consequently
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is irreducible over F}, for every integer k > 0. It remains to prove that the 2F+1 roots of (3.27) in
Fp2k+1 are linearly independent over Fj, that is, we have to prove that o is a normal element in

Fp2k+1 over Fj,.

To establish this, we shall use Corollary 2.4.8. We first factor 22— 1 over F,, then we
decompose Fp2k+1 into the direct sum of irreducible invariant subspaces under the Frobenius map
o:Bw— (P, 3 € Fp2k+1, and at the same time we prove that the projection of a in each of the

subspaces is not zero. Our approach is motivated by Semaev [123, §3].

First some notations are in order. We fix that p> — 1 = 2°T1h;, p+1 = 2%y and p — 1 = 2h3
where hy, ho, h3 are odd integers. Obviously, hy = hahs, ho = (1 + h3)/2%71. Let E be the
multiplicative subgroup of order 29! in F,2 and let E; C E be the set of elements in Fj> with
multiplicative order exactly 2¢ for i = 0,1,2,... ,a+ 1. Then E = EU E; U---U E,,;. For an
integer ¢, we use v(£) to denote the largest integer v such that 2°|¢, that is, £ = 2(9¢; where ¢,
is odd. When ¢ = 0 we define v(¢) = co.

By Corollary 3.3.8, the irreducible factors of 22— 1 over F, have the following forms:

(a) e—1,z+1;
(b) 2%+ 1;

(c) 2> —(w+w Hz+1,forwe B3UE,U---U Erninga i1}

(d) 22— (w—w Yz —1forw e E,yq, if k > a;
(e) ¥ —(w—w 22 —lforwe Bopyand1<r <k —a.

gk+1

This could be seen as follows. Let 8 be a root of x — 1. Then $ has multiplicative order 2¢ for

some ¢ with 0 <4 < k 4+ 1. The minimal polynomial mg(z) of 8 over F, is an irreducible factor

k+1
of z2

— 1. If § <1 then mg(x) is either x —lorz+ 1. If 2 < i < q, then § € E\ E 41 and
B%" =1. As 2%|(p + 1), we have fPT! = 1, hence 7 = 3~! # . So mg() is of the form (b) or
(c). Ifi > a, thenw = B2 "' € Eqy1. In this case, w?” = —1, and wPt! = w2'h2 = (—1)h2 = _1,
as hy is odd. Hence 8P = —3~L. Since 22 * —w and 22 * ' — wP are irreducible over F, by

Lemma 3.3.4, the polynomial

21'70‘—1

(x
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is irreducible over F,,. However this polynomial has 3 as a zero, we see that mg(x) is of the form

(d) or (e).

Now we proceed to decompose Fp2k+1 into the direct sum of irreducible o-invariant subspaces.
For convenience, we denote ¢t = 2¥. We use ¢ and 2* interchangeably. Thus 2t = 2*+1, Let v = 6*.

Then 7 is a root of 2 — bz — ¢ and

o(y) =P =—c/v, ¥ =by+te P =—c (3.29)

Since —c is a quadratic nonresidue in F),, vy is a quadratic nonresidue in Fp2. Thus ymm e B,y

for any odd integer m. We also have

1 1
:——qﬂl+6+~~+9“1+7+70+~-+7w4) (3.30)

CTIo T 1=

Since ¢ has degree 2t over F),, the 2t elements
1,0,...,07 v, 40, ... 01 (3.31)

form a basis for Fj2: over Fj.

For £ such that 0 < ¢ <t —1=2F—1, let
My ={fp"modt: i=0,1,2,...}

be the cyclotomic class modulo ¢ containing ¢. Note that My = {0}, and for £ # 0, the size of M,
is equal to the smallest positive integer 7 such that £ = ¢p* mod 2%, i.e., 1 = p* mod 2F—v(), As 2

and 2%t divide exactly p — 1 and p? — 1, respectively, we see that

1, if £ =0,
1, ifol)=k—-1,
| M| = .
2, ifk—a<v(l) <k-2

ok—v®)=a " if y(f) < k — a.
Let V; be the subspace of Fj2: spanned over Fj, by the elements of the set
{07,40" : r € My}

Then V; is of dimension 2’M4| over F},, and V; is also a subspace over Fj: of dimension ‘M g}. Let

{Q1V“,t—1}:LJAQ

LeL
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be a disjoint union for some subset L of {0,1,... ,¢— 1}. Then
Fpe =Y "V,
LeL
is a direct sum. Let
1 T ™
o =13 5() 67 +407).
v reM,
Then ay € V; and

OCZZO(@.

LeL

For each ¢ € L, we shall prove that V; is either an irreducible o-invariant subspace or a direct
sum of two irreducible o-invariant subspaces. Thus we obtained all the irreducible o-invariant
subspaces of Fp2: over F},. To prove that o is a normal element, it suffices to check that the
projection of « in each of the subspaces is not zero. In the first case, the projection of « in V,
is ay # 0, nothing to check. In the latter case, we need to find the projection of ay in each of
the two irreducible subspaces of V; and verify that it is not zero. We are going to discuss in the

following cases, corresponding to the types of polynomials (a)—(e):

(A) £=0;
(B) v(¢) = k — 1, then £ = 2F1;
(C) k—a+1<v(l)<k-—2;
(D) v(f) =k —a;

(E) v(0) < k—a.

We proceed in the order A;B,E,C,D, since the cases (C) and (D) are more complicated.

Case (A). Obviously, Vy = F, ® vF, = F,2. Hence V; is a o-invariant subspace with z2 -1 as
annihilating polynomial. As z? — 1 = (z — 1)(x + 1), V; splits into two irreducible o-invariant
subspaces. One is evidently Fj,, with  — 1 as annihilating polynomial. Since o(y + ¢/v) =

—(v+¢/7), the other must be (y+ ¢/v)F, with z + 1 as annihilating polynomial. Therefore

Vo = F, @ (2y — b)F,.
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(Note that 2y — b = v+ ¢/v.) It can be checked that

1 b—2 1
=1zt =5t <_2(b+c—1)> (2y —b).

As b # 2 by assumption, the projections of o (or «) into the irreducible o-invariant subspaces

with annihilating polynomials £ — 1 and = + 1 do not vanish.

- 2 AP -1
Case (B). Note that 2" = v € F,», we have (92k 1(”2_1)> = (92k) = 1. It follows that
g2 PP = 1 as 02" ¢ F,2. Hence

(@2 +1)(0% =" (92“@2-” + 1) 0,

(02 + D)(6* ") =90 (020" D 1) = 0.

Therefore V,r—1 spanned by 92" and 702k_1 over F, is a o-invariant subspace with 22 + 1 as
annihilating polynomial. As the dimension of Vyi—1 is 2, equal to the degree of 2+ 1, Var—1 is the
irreducible invariant subspace annihilated by x? + 1. The projection of o in Var—1 is age—1 # 0.

ok—v(t)—a

Case (E). Let £ = 2v(0)¢; for ¢, odd and let p1 = p
p1 =1+ 28=*@m for m odd and

. Since k —v(¢) —a > 1, we have

pP=1+ Qk—v(€)+1(m + Qk_"(e)_1m2).

Note that (p> — 1)|(p1 — 1), we have hi|m. Let by = 4™, Then b, = (y")2™/" € E,,1. Now
let

gk—v(£)—a+1

Ye(z) =2 — (be — b[l)a:

ok—v(f)—a

-1
Then 1) (x) is irreducible over F,,. We show that V; is annihilated by (o). Note that

Ye(0)0* = 6 (96(17?*1) (b — by gt 1)
— ¢ (92k+1(m+2k—v<e>—1mz)gl (b b21)92km41 - 1)
S
- 0,

ok—v(0) 2

as 02" = v € Fp2 and v 6= 1. If r € My, then r = ¢p® mod t for some integer s. Note

that v(¢) = v(r) and r = 2°()¢;p*. By a similar argument, we have



FACTORING z¢ — 1 56

where

gk—v(r)—at1

Ye(z) = — (b — b;l)wyﬁvmﬂ -1,
with b, = y™4P", Since

by if s is even,

by = (be)? =
—bzl if s is odd,

we have b, — bt = by — b, *. Thus 1,(x) = ¢(z) for r € M,. This implies that 1,(c)f" = 0 for
each r € M,.

Note that, for any r € My, 1¢(0)(v0") = ype(c)(0") = 0. Therefore all the elements in the
basis {0",v0" : r € My} of V; are annihilated by v¢,(c). So V; is annihilated by (o). Since
Y¢(z) has degree 2F—?()=a+1 which is equal to the dimension of V; over F,, the irreducibility of
¥e(z) implies that V4 is the irreducible o-invariant subspace annihilated by ¥, (z). The projection

of ain V; is ay # 0.

Common for Cases (C) and (D). In both cases, we shall show that V; splits into two irreducible

o-invariant subspaces of dimension 2. Let £ = 2°(¢; for ¢; odd. We have
kE—a<wv() <k-2.
Hence
2<k—-v() <a.

Note that £(p + 1) = 2°()+a¢ by = 28 (mod t), as v(€) + a > k. We see that p = 2F — ¢ (modt).
Thus

My = {¢,2% — 1},
The basis for V; over F), is
(6", Oz’te’ N, 702’9*2} = {0,707, 70", 4207 1}.
It is easy to see that

Vi =0'Fp ® 07 F,
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since F2 = Fp(y) = F, ® vF,. Let by = 42"t Then
by =2 M ¢ B\ (By U By U By),
and
gr°t — plet®*—1) _ pte2*tthat _ 05(92’“)2”“*’%1@ _ 95,},2”*’“+1h12 = %2,
Let cp = 42" "h2¢. Then
gPt — p—Lotp+1) — g—Lg2°hat _ 9,5(92k)2“*’“h2z — gty el _ gty

Denote bycy by dy. Then

207 (hy+hy)l 20" Fhy(14-h3)L e~ kta—ltv(®)p2,
dy =becy =7 (1+2):’Y 2(1+h3) =5 2b1

Case (C). Assume that we are in case (C). Then v(¢) + a — k > 1. Hence by € E \ Eq41 and

dp = (o) T el O et ¢
For 6 = 1,2, let
Pes(x) = 22 + (=1)°(be + b Nz + 1.
Then )¢s(x) is irreducible in Fy[z]. Let Vi5 C V; be the subspace spanned over F, by
agé = 0" — (=1)°d,07", ag) =cy 10" + (—1)°deyt "
Then Vp = Vi1 @ Vpo. Since

g (agg)) = 07 (=) (b + by O 46" — (~1)°deo P
—(=1)°(be + by )(=1)°def ™" — (=1)°def~"*
= 07 + (—1)°(be + b, )0 o + 0
—(-1)°
= 0%e(be +b; M) (1 —decy b, t) — (—1)°0 b, (be + b, b (de — coby)

de0™ ;% — dy(be + b, )0yt — (—1)°d0"

= O,

o7
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and

58

D) = ey (<18 (b + b ()0 ey R0 (—1) Py

H(=1)° (be + b ) (= 1) de(—ey ™10 7P + (=1)°dr0

= oy 10 — (—1)°(by + b, )0 e + ey

+(—1)5dz79_eb[2 _ dg(bg + be—l)c,y—leéce—l + (_1>5d[)/9—2

= ey 1 0%u(by + b7 ) (1 — docy Mo ) + (—1)°407 b, (be + by ) (de — cobe)

= 0,

we see that Vs is annihilated by vy5(c). As the dimension of Vys equals the degree of ys(x), it

follows that Vs is the irreducible o-invariant subspace of ¥y5(c) for 6 = 1,2.

Now it can be checked that

1
@ = 1 (0" +~707C + 40 ++207)
1
_ 9@ 0—@
= _7( +7077)
= xlag) + xgag) + ylaéé) + ygag)
where
P dy +c 7 — dp—1
YT 2d,1-b—¢) > 2d,(1-b—c)
_ de —c _ de+1
N=od1—b-c PT2q,0-b—0

Since ¢ # —1 (as —1 is a quadratic nonresidue in F)),

c+1

2d¢(1 —b—C) 7& 0

T1 — T2 =Y2 — Y1 =
Therefore

($17$2) # (070)7 (y1,y2) # (070)7

that is, the projections of ay (or a) in V1 and Vi do not vanish.

Case (D). Finally, assume that we are in case (D), that is, v(¢) = k —a. Then b, = 44 € E,

a—13p2
and cby = 42" 2%, We have

a a haty hoty
(cebe)P™ = 42 h31hs _ (72 h1> 2 (,y(pz_l)m) 2 (—1)h2fr =

_17
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since < is a quadratic nonresidue and hof; is odd. Thus
o(cebe) = (cebe)? = —coby.
Let € = (coby) /(v + ¢y~ ). Then € € F,, as o(e) = €. For § = 1,2, let
Yes(z) = 2% + (=1)°(by — b, )z — 1.
Then t5(x) is irreducible in F), [z]. Let Vps C V; be the subspace spanned over F, by the two
elements
af = 0 4 (~1)ely ey
ol = ey 0" — (—1)e(y + ey e "
Then V, = V1 & Vi, Note that
() = 07+ (S (b b O — 0 (1) ey ey O
H(=1)° (b =0 ) (=1 e(—ey =)0 = (=1) e(y + ey o
= 07+ (—1)°(be — b, )0 e — 0" + (—1)°€(y + ey 10 D, 2
—e(be — b (v + ey et — (—1)’e(y + ey
= 0%e(be — by ) (1 — ey + v ey b )

—(=1)°07 b, (b — b ) (e(y + ey ) — ceb)

and
) (a5) = ey TP (<) (be — by (=)0 — ey — (—1) ey + ey )0

—(=1)°(be = b ) (1) e(—ey T =) (=ey I (=) e(y + ey )0

= oy '0%; — (—1)°(be — by )0 ep — oy 0" — (—1)e(y + oy )0 D,
—(be = by Ne(y + ey ey 00+ (1) ey + ey )0

= ey 1 0%e(be — b (L —e(y + ey Ve b )
+(=1)2907 b, (be — by ) (e(y + 1) — eaby)

= 0.

We see that Vs is annihilated by tgs(o). As the dimension of Vs equals the degree of ¢g5(x), it

follows that Vs is the irreducible o-invariant subspace of ¥ys(c) for 6 = 1,2.
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It is direct to check that
1 0 —¢ ¢ 270
ap = —_72(9 +907° + 0" +47077)
= L(ae +7679)
v

1—
(1) (2) (1) (2)

= T10y) + Ta0y" + Y10y + Y20y,

where
1 1 c(b—2)
ml_E(l-b—cJ“ (l—b—c b2—|—4c>
1 1 2c+b
m2_§<1—b—c+ e(T—b—c) b2+4c>
1 1
y1_§<1—b—c (1—b—cb2+4c>
1 1 2c+b
y2_§<1—b—c (1—b—cb2+4c>
Note that

g Ut — (c—1)b—4c
LT =R =50 " o0 + 40)

We prove that (¢ — 1)b — 4c # 0. Suppose in the contrary that (¢ —1)b —4c = 0. Then ¢ # 1 and
thus b = 4c/(c — 1). Hence the discriminant b*> + 4c = 4c(c + 1)?/(c — 1)2. The irreducibility of
22 —bx — ¢ would imply that ¢ were a quadratic nonresidue in I, contradicting to the assumption

that c is a quadratic residue in F},. Therefore

(1131,1}2) # (070)7 (y1,y2) # (0,0),

that is, the projections of ay (or a) in V41 and Vps do not vanish.

This completes the proof. O

3.4.3 For n being a power of p

Let p be the characteristic of F,. For each positive integer k, we shall construct an irre-
ducible polynomial of degree p* with linearly independent roots. We need some results from

Varshamov [137, 138, 139].
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Lemma 3.4.9 (Varshamov) Let P(x) = 2" +c,_ 12" ' +---+c12+co be an irreducible polyno-
mial over Fy, and let b € F,. Let p be the characteristic of Fy,. Then the polynomial P(zP —x —b)
is irreducible over Fy if and only if Trg,(nb — cp—1) # 0.

A proof of this lemma can be found in [89, 99]. The next theorem is due to Varshamov [139],

where no proof is given.

Theorem 3.4.10 (Varshamov) Let p be a prime and let f(z) = 2™ + Z?:_Ol c;xt be irreducible
over F,,. Suppose that there exists an element a € F,, a # 0, such that (na+ c,—1)f'(a) # 0. Let
g(z) = 2P — z + a and define fo(x) = f(9(x)), and fr(z) = fi_,(9(x)) for k > 1, where f*(z)
is the reciprocal polynomial of f(x). Then for each k > 0, fi(x) is irreducible over F, of degree
np*tL.

Proof: The following proof can be found in [142]. From Lemma 3.4.9, fo(z) = f(g(z)) is
irreducible if and only if T rp|p(na + ¢n_1) = na+ c¢p—1 # 0. Induction is used to show that the

coefficient of = in fi(x), denoted [z]fx(x), is not 0 and f},(a) # 0. First consider fo(z):

d d ([~
ﬁfo(ff)\zzo T dr (Zcig (m)> la=o0

=0

[z] fo(x)

n

= Z ciig ™ H(x)g ()| a=o

=0

n
= - Zciiai_l (since g(0) = a, ¢'(0) = —1)
=0

= —f'(a),

which by assumption is non-zero. Similarly note that
n
fola) = Y cig” (a)g'(a)
i=0

n
= - Zciia’;l (since g(a) = a, ¢'(a) = —1)
i=0
= _f/(a’)7
which again by assumption is non-zero.

Now assume that fi(z) is irreducible over F}, and that [z]fi(z) # 0 and f(a) # 0. We prove
the statement true for fi1(z). Note that both fi(z) and f;(x) have degree np*™! = nj. When
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f#(x) is made monic, its coefficient of 2™+~ is [z] fx(z)/fx(0) # 0. It follows from Lemma 3.4.9

that fry1(z) = fi(g(x)) is irreducible over Fy. Let
ng .
fulz) = Zuixz.
i=0
Then
ng .
frn(z) = D ug™ ' (a),
i=0
and

fin(x) = Zuz‘(nk—i)gn’“_i_l(w)g'(ﬂf)

ng
= — Z ui(ng —1)g™ 1 (x).
i=0
Note that since g(z) is constant on Fj, so are fi(z) and f;(z). Thus
[2]fir1(z) = fira(0) = fila™a™ ™t = fi(a)a™ ",

which is non-zero by the induction hypothesis. Similarly

fira(@) = a7 fi(a™h) = a™ 7 fi(a),
which is again non-zero. This completes the proof. U

Since 2P — z — 1 is irreducible over F),, substituting « by 1/(x — 1), it is seen that
f@) = (@-1)P+(@-1)P 1 -1 =aP+aP 4. 41

is irreducible over F),. By taking g(x) = 2? — 2 — 1 in Theorem 3.4.10, we obtain the following

result.

Corollary 3.4.11 Let p be a prime. Define f_1(x) = aP+aP 1+ +z—1, fo(z) = f_1(xP—2—1)
and fy(z) = fi_ (2P — 2z — 1) for k > 1. Then fr(z) is irreducible over F, of degree p**2 for

every k > —1. Moreover, the roots of fii(x) are linearly independent over F),.

For the latter statement, by Corollary 2.5.2, one just need to check that the coefficient of the
next highest term in each polynomial f;(x) is nonzero. However, the proof of Theorem 3.4.10

shows that this is indeed true.
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When p = 2, we have an another construction as follows. Define polynomials ax(z) and by (x)

recursively:
ao(x) =z, bo(x) =1,
ap+1(x) = ak(@)be(2),
brsr(z) = ai(z) +bi(z),

for K > 0. Then we claim that ay(z) + bi(z) is irreducible over F, of degree 2% and its roots
are linearly independent over Fy for every k > 1. We will prove this result by proving the more

general Theorem 3.4.13.

Lemma 3.4.12 Let ¢ = 2™ and let P(z) = >, c;z’ € F,[z] be irreducible over F, of degree n.
Then

(i) £"P(x 4 2~ ) is irreducible over Fy if and only if Trqs(c1/co) # 0.

(it) x" P*(z + 1) is irreducible over Fy if and only if Trqpa(cn—1/cn) # 0.

Proof: Only (i) is proved here; the proof of (ii) is similar. Let « be a root of P(x). Then it is easy
to show that " P(z+z 1) is irreducible over F, if and only if 22 +1—az = o?[(z/a)? —z/a+a~?]

is irreducible over Fi». By Lemma 3.4.9, this is true if and only if

Trenp(a?) = (Trgna(a™))?
= (Trga(Trgng(a)))?
= (Tryp(—c1/c0))® = (Trqp(cr/c))® # 0. O

Part (i) of Theorem 3.4.12 was obtained by Meyn [98] in the present general form; in the case
that ¢ = 2, it was previously obtained by Varshamov and Garakov [140].

The next theorem appears in a different form in [98], special cases were proved by Varshamov

[139] and Wiedemann [150].

Theorem 3.4.13 Letq = 2" and let f(z) = >.1 c;x® be irreducible over F, of degree n. Suppose
that Trqja(c1/co) # 0 and Trga(cn—1/cn) # 0. Then

fi(@) = (bi(2))" f(ar(z) / bk (7))

is irreducible over Fy of degree n2* for all k > 0.
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Proof: Note that for £ > 0,
ap1(z) _ an(x)/bk(z)
bepr(z) 1+ (ak(z)/be(z))?
It is easily proved by induction that

ar(z/(1 4 2?)) ax(x) /by (x)

br(z/(L+2%)) 1+ (an(z)/br(z))?

for k > 0. Then one sees that fi(z) satisfy the following recursive relation:

f0($> = f($)7
frri@) = Q+23)" filz/(L+2%), k>0.

For the sake of convenience let ny = n2* and fi(z) = Y1, c(k) ¢ k > 0. By Theorem 3.4.12(ii),

if fi(z) is irreducible over Fy then fi11(x) is irreducible over Fy if and only if

k
Trop(cl /c®)) # 0. (3.32)
Since cgg))_l = ¢p—1 and cﬁf? = ¢y, (3.32) is true for k = 0 by assumption, and so fi(x) is irreducible

over F,. To prove that fi(x) is irreducible over F, for k > 1, by Theorem 3.4.12(ii) it suffices to

prove that
cF) = ¢, k) , = ¢, forallk>1, (3.33)
since T'rgj2(c1/co) # 0 by assumption. To prove (3.33) it is enough to observe that if M(z) =

Zé:o m;x® is an arbitrary polynomial over Fy, then

(1+2*)'M(z/(1+ 2?)) Zmz (1+ 220

2[—-1

is self-reciprocal of degree 2[, the coefficients of x and = are both mq, and the leading coefficient

of 2% is mg. The proof is completed by induction on k. O

Now for m =1 and f(z) = z + 1, we see from the above proof that the coefficient of the next
highest term in ag(z) + bi(z) is not zero. Therefore, by Corollary 2.5.2, we have the following

result.

Corollary 3.4.14 For any integer k > 0,

ag(z) + bg(x)

is irreducible over Fy of degree 2 and its roots are linearly independent over F.



Chapter 4

Optimal Normal Bases

In this chapter, we first give a general constructions for normal bases of low complexity, including

optimal normal bases. We then determine all the optimal normal bases in finite fields.

4.1 Constructions

We have seen in Chapter 1 that normal bases of low complexity are desirable in hardware or
software implementation of finite fields. Presently we do not have many techniques for finding
normal bases of a required complexity. In this section we will describe a quite general construction
that gives all the optimal normal bases and a large family of normal bases of low complexity. Let us
begin with the constructions of optimal normal bases discovered by Mullin, Onyszchuk, Vanstone

and Wilson [103].

Theorem 4.1.1 Suppose n + 1 is a prime and q is primitive in Z,+1, where q is a prime or
prime power. Then the n nonunit (n+ 1)th roots of unity are linearly independent and they form

an optimal normal basis of Fyn over Fy.

Theorem 4.1.2 Let 2n + 1 be a prime and assume that either
(1) 2 is primitive in Zopy1, or

(2) 2n+ 1 = 3(mod 4) and 2 generates the quadratic residues in Zopy1.

65
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Then o = v + vy~ ! generates an optimal normal basis of Fon over Fy, where v is a primitive

(2n + 1)th root of unity.

Theorem 4.1.1 and Theorem 4.1.2 will be proved as consequences of Theorem 4.1.4. We first

examine the multiplication tables of these bases.

For Theorem 4.1.1, let a be a primitive (n + 1)th root of unity. Then « is a root of the
polynomial ™ +---4+x+1. Asn+11is a prime, n+ 1 divides ¢" — 1 and all the (n+ 1)th roots of
unity are in Fyn. Since ¢ is primitive in Z,, there are n distinct conjugates of o, each of which

is also a nonunit (n + 1)th root of unity, i.e.,

N = {a,af,... ,aqnil} = {a,a?,...,a"}.
Hence N is a normal basis of Fy» over Fj. Note that
aa’ = aiHeN, 1<1<n,
and

ad® =1 = -Tr(a) = —Zai.

Therefore there are 2n — 1 non-zero terms in all the cross-products, and thus N is optimal. The
matrix T corresponding to this basis has the following properties: there is exactly one 1 in each
row, except for one row where all the n entries are —1’s; all other entries are 0’s. We call any

optimal normal basis obtained by this construction a type I optimal normal basis.

For Theorem 4.1.2, it will be proved that o € Fy» and o, o2, ... , a2 " are linearly independent
over F5. So N = {a,a?,... ,042"71} is a normal basis of Fy» over F,. By the conditions in
Theorem 4.1.2, it is easy to see that

N ={7+7 72+ "+

The cross-product terms are

(r+r HEA +77)
_ (7(1+Z) _~_77(1+i)) + (,y(lfz) _’_,_yf(lfi))7

a(y' +97)

which is a sum of two distinct elements in N except when s = 1. If i = 1, the sum is just a?

which is in N. Thus N is an optimal normal basis of Fo~» over Fy. The matrix T corresponding to
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this basis has the following properties: there are exactly two 1’s in each row, except for the first
row in which there is exactly one 1; all other entries are 0’s. We call any optimal normal basis

obtained by this construction a type IT optimal normal basis.

We next look at the minimal polynomials of these optimal normal bases. For a type I optimal
normal basis, its minimal polynomial is obviously " 4 - - - + z + 1, which is irreducible over Fj if
and only if n + 1 is a prime and ¢ is primitive in Z, ;. For the minimal polynomial of a type II
optimal normal basis, we consider a more general situation. Let n be any positive integer and

a (2n 4 1)th primitive root of unity in an arbitrary field. Let

fula) = [[@=~" =77, (1)

1

(Note that f,(z) is the minimal polynomial of & = y+~~! under the conditions of Theorem 4.1.2.)

We will find an explicit formula for f,,(z). For any 0 < j < n, 4/ is also a (2n+ 1)th root of unity.

Hence
() + () = () (), (42)

By Waring’s formula, for any positive integer k,

Let

[k/2] E [k —i 4 .
Dua) = 3 o (5] v

i=0

which is a special kind of Dickson polynomial. Then by (4.2), we see that v/ +~~7 is a root of
Dyi1(x) — Dy(x) for j =0,1,...,n. As D, y1(x) — Dy (x) has degree n + 1 and 79 + (7)1 are
different for j = 0,1,... ,n, we see that Dy1(z) — Dp(x) = frn(x)(z — 2). Therefore

[(n—1)/2] 1 — 4 [n/2] i 4
per= 3, (" Je e e (7 )
=0 J 3=0 !

We point out that f,(x) is irreducible over F, if and only if the multiplicative group Z3, ,, is

generated by ¢ and —1, and f,, () is irreducible over the field of rational numbers whenever 2n+1

is a prime.
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In practical applications, we need optimal normal bases over F5. It would be nice if we had
simple rules to test the hypotheses in Theorems 4.1.1 and 4.1.2. In this regard, the following
results (see [88], p. 68) are useful:

(a) 2 is primitive in Z, for a prime r if » = 4s + 1 and s is an odd prime.
(b) 2 is primitive in Z, for a prime r if » = 2s + 1 where s is a prime congruent to 1 modulo 4.

(c) 2 generates the quadratic residues in Z, for a prime r if r = 2s + 1 where s is a prime

congruent to 3 modulo 4.

For convenience, we list in Table 4.1 all the values of n < 2000 for which there is an optimal
normal basis of Fy» over F5. In the table, x indicates the existence of a type I optimal normal
basis, T indicates the existence of both type I and type II optimal normal bases, otherwise there

exists only a type II optimal normal basis.

The constructions in Theorems 4.1.1 and 4.1.2 are generalized by Ash, Blake and Vanstone [10]
and further by Wassermann [148] to construct normal bases of low complexity as in Theorem 4.1.4.

To establish this result, we first prove a lemma.

Lemma 4.1.3 Let k,n be integers such that nk + 1 is a prime, and let the order of q modulo
nk + 1 be e. Suppose that gcd(nk/e,n) = 1. Let T be a primitive k-th root of unity in Zpki1.

Then every non-zero element v in Znk+1 can be written uniquely in the form
r=7¢, 0<i<k-1, 0<j<n-—1.
Proof: Let e; = nk/e. There is a primitive element g in Z, ., such that ¢ = g°*. As the order
of g is nk and the order of 7 is k, there is an integer a such that
T=g" gcd(a, k) =1.
Now suppose that there are 0 <i,s <k —1,0 < j,t <n — 1, such that
¢ = 7%¢" (mod nk + 1),

ie.,

Tés ¢ (mod nk + 1),

g = ¢at=0) (mod nk +1).
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2f

4%

10%
11
12«
14
18¢
23
26
28%
29
30
33
35
36%
39
41

113
119
130%
131
134
135
138%
146
148%
155
158
162«
172%
173
174
178«
179
180%
183
186
189

293
299
303
306
309
316%
323
326
329
330
338
346%
348x
350
354
359
371
372x
375
37871
378x

473
483
490%
491
495
508x
509
515
519
522x
530
531
540x
543
545
546%
554
556%
558
561
562x

676
683
686
690
700%
708%
713
719
723
725
726
741
743
746
749
755
756%
761
765
771
T72%

873
876x
879
882
891
893
906%
911
923
930
933
935
938
939
940%
946%
950
953
965
974
975

1110
1116%
1118
1119
1121
1122x
1133
1134
1146
1154
1155
1166
1169
1170%
1178
1185
1186%
1194
1199
1211
1212%

1310
1323
1329
1331
1338
1341
1346
1349
1353
1355
1359
1370
1372%
1380«
1394
1398
1401
1409
1418
1421
1425

1533
1539
1541
1548«
1559
1570%
1583
1593
1601
1618«
1620x
1626
1636x
1649
1653
1659
1661
1666x
1668x
1673
1679

1790
1791
1806
1811
1818
1821
1829
1835
1838
1845
1850
1854
1859
1860%
1863
18667
1876%
1883
1889
1898
1900%

69
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50 191 | 386 | 575 | 774 | 986 1218 | 1426x | 1685 | 1901
51 194 | 388% | 585 | 779 | 989 1223 | 1430 | 1692% | 1906%
92% | 196% | 393 | 586% | 783 | 993 1228 | 1439 | 1703 | 1923
53 209 | 398 | 593 | 785 | 998 1229 | 1443 | 1706 | 1925
58 | 2101 | 410 | 606 | 786% | 1013 | 1233 | 1450% | 1730 | 1926
60x | 221 | 411 | 611 791 1014 | 1236% | 1451 1732% | 1930%
65 226% | 413 | 612 | 796% | 1018« | 1238 | 1452x | 1733 | 1931
66% | 230 | 414 | 614 | 803 | 1019 | 1251 1454 | 1734 | 1938
69 231 | 418 | 615 | 809 | 1026 | 1258x | 1463 | 1740% | 1948%
74 233 | 419 | 618} | 810 | 1031 1265 | 1469 | 1745 | 1953
81 239 | 420« | 629 | 818 | 1034 | 1269 | 1478 | 1746% | 1955
82% | 243 | 426 | 638 | 820x | 1041 1271 1481 1749 | 1958
83 245 | 429 | 639 | 826% | 1043 | 1274 | 1482% | 1755 | 1959
86 251 | 431 | 641 | 828x | 1049 | 1275 | 1492% | 1758 | 1961
89 254 | 438 | 645 | 831 1055 | 1276x | 1498x | 1763 | 1965
90 261 | 441 | 650 | 833 | 1060x | 1278 | 1499 | 1766 | 1972%
95 268x | 442x | 651 | 834 | 1065 | 1282x | 1505 | 1769 | 1973
98 270 | 443 | 652x | 846 | 1070 | 1289 | 1509 | 1773 | 1978%
99 273 | 453 | 653 | 852 | 1090« | 1290% | 1511 1778 | 1983
100% | 278 | 460% | 658% | 858« | 1103 | 1295 | 1518 | 1779 | 1986%
105 | 281 | 466« | 659 | 866 | 1106 | 1300x | 1522x | 1785 | 1994
106% | 292% | 470 | 660% | 870 | 1108% | 1306% | 1530x | 1786x | 1996%

Table 4.1: Values of n < 2000 for which there exists an optimal normal basis in Fy» over Fj.
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Then
na(i —s) = e1(t—j) (mod nk). (4.3)
As ged(n, e1) = 1, equation (4.3) implies that n | (¢ — j). Hence t = j. Thus from (4.3),
a(i—s) = 0 (mod k).
But ged(a, k) =1, so k | (i — s). Therefore i = s. This proves that
¢’ (mod nk+1), i=0,1,...,k—1, j=0,1,...,n—1

are all distinct. As 7i¢? # 0(mod nk + 1), every non-zero element in Z,x,1 can be expressed

uniquely in the required form. O

Theorem 4.1.4 Let q be a prime or prime power, and n, k be positive integers such that nk + 1
is a prime not dividing q. Let 3 be a primitive (nk 4 1)th root of unity in Fynr. Suppose that
ged(nk/e,n) = 1 where e is the order of ¢ modulo nk + 1. Then, for any primitive k-th root of

unity T in Lnkt1,

k=1
a=2 8
i=0
generates a normal basis of Fyn over Fy with complexzity at most (k+1)n—k, and at most kn —1

if k = 0(mod p), where p is the characteristic of Fy,.

Proof: We first prove that o € Fyn. Since ¢"F = 1(mod nk + 1), ¢" is a k-th root of unity in

Zmp+1- Thus there is an integer ¢ such that ¢" = 7¢. Then

k—1 k—1 k—1

o = 3T = = e
i=0 i=0 i=0
Therefore o is in Fyn.
We next prove that o, af,... ,aqn_l are linearly independent over F,. Suppose that

n—1 k—

n—1

i
E Aﬂﬂ = E Ai
=0 =0 i

Note that there exist unique u; € Fy,, i = 1,2,... , kn such that the following holds for all (2n+1)th

1
J6] T = 0, X\ € Fb.
0

roots 7 of unity:

n—1k—1 nk nk—1

ZZM’Yqui =Yy =) i,
=0

i=0 j=0 j=1
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since, by Lemma 4.1.3, 77¢° modulo nk + 1 runs through Zypiq for 5 =0,1,...,k —1 and
i=0,1,...,n—1. Let f(z) = Z?ﬁgl u;j127. For any 1 < r < nk, there exist integers u and v
such that r = 7%¢”. As (" is also a (nk + 1)th primitive root of unity,

v

q

n—1 k—1 n—1 N
g T r s Tutigh
BIEBT) = DAY (6 ZA Zﬂ
=0 7=0
n—1 a
- |2 Zﬁ“q’ = 0.
Therefore 8" is a root of f(z) for r =1,2,... ,nk, whence
nk nk+1 -1
H(x—ﬂr) = me =zt o+l

r=1

n—1

divides f(z). But f(z) has degree at most nk—1, and so this is impossible. Thus o, a4,... ,a?

must be linearly independent over F, and thus form a normal basis of Fi» over F.

Next we compute the multiplication table of this basis. Note that for 0 <7 <n —1,

k—1k—1

N
=
N
=

a- aqi _ Z ZBTu+Tvqi _ /BTu(1+Tv—uqi)
u=0v=0 u=0v=0
-y (Z A ) : (4.4)
v=0
There is a unique pair (vg,ig), 0 < vg < k—1,0 < ig < n—1 such that 1+7%¢* =0 (mod nk+1).

If (v,1) # (vo,i0), then 1+ 79¢* = 7¥¢’(mod nk + 1), for some 0 <w < k—1,0<j <n—1, and

J
k-1 ’ k-1 ) k-1 a ,
ZﬁTu(1+Tvq1) _ Zﬂ7_u+u;q_7 _ Z/BT“ _ aqg .
u=0 u=0 u=0

If (v,4) = (vo,ip), then

k—1 )
u=0

which is 0 if ¥ = 0(mod p). So for all i # g, the sum (4.4) is a sum of at most k basis elements.
Therefore the complexity of the basis is at most (n — 1)k +n = (k+ 1)n — k. If £ = 0(mod p)
and ¢ = 4p, then (4.4) is a sum of at most k — 1 basis elements. Therefore if £k = 0(mod p) then

the complexity of the basis is at most (n — 1)k 4+ k — 1 = kn — 1. The proof is complete. O
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As special cases of Theorem 4.1.4, when k£ = 1 we obtain Theorem 4.1.1, and when k = 2 and
q = 2 we have Theorem 4.1.2. When ¢ is odd, k = 2, it is easy to see that the complexity of the
normal basis generated by the « in Theorem 4.1.4 is exactly 3n — 2. The exact complexity is in

general difficult to determine. Here we just quote the following result from [10], without proof.

Theorem 4.1.5 Let ¢ = 2. Then the normal basis generated by the o of Theorem 4.1.4 has

complezxity

(a) an—Tifk=3,4 andn > 1;
(b) 6n—214k=5n>2, ork=06n>12;

(c) 8n —43 if k=T7,n > 6.

4.2 Determination of all Optimal Normal Bases

We have seen two constructions of optimal normal bases in the last section. A natural question
is whether there are any other optimal normal bases. In [103], complete computer searches
were performed for optimal normal bases in Fon, 2 < n < 30, and no new optimal normal
bases were found. This evidence led the authors to conjecture that if n does not satisfy the
criteria for Theorem 4.1.1 or Theorem 4.1.2, then F5» does not contain an optimal normal basis.
Lenstra [84] proved that this is indeed true. If the ground field Fj is not F» we do have other
optimal normal bases. Suppose N is an optimal normal basis of F» over F, and a € Fj,. Then
aN = {aa : « € N} is also an optimal normal basis of Fy» over F,. The two bases N and aN are
said to be equivalent. In addition, by Lemma 5.1.1, for any positive integer v with ged(v,n) = 1,
N remains a basis of Fynv over Fy». Therefore N is an optimal normal basis of Fyn» over Fyo
provided that ged(v,n) = 1. The problem now is whether there are any other optimal normal
bases. Mullin [102] proved that if the distribution of the nonzero elements of the multiplication
table of an optimal normal basis is similar to a type I or a type II optimal normal basis then the
basis must be either of type I or type II. Later Gao [49] proved that any optimal normal basis of
a finite field must be equivalent to a type I or a type II optimal normal basis. Finally, Gao and

Lenstra [50] extended the result to any finite Galois extension of an arbitrary field.

In this section we prove that all the optimal normal bases in finite fields are completely
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determined by Theorems 4.1.1 and 4.1.2. The proof given here is a combination of the proofs in

[49] and [50]. We first prove some properties that hold for any normal basis.

Let N = {ap,1,...,an_1} be a normal basis of Fy» over F, with o; = ad'. Let
n—1
ao; = Ztijaj, 0<i1<n—1, tij EFq. (45)
§=0

Let T' = (t;;). Raising (4.5) to the ¢~*-th power, we find that
tij = t_ij—i, forall0<ij<n-—1 (4.6)

From Chapter 1, we know that the dual of a normal basis is also a normal basis. Let B =

{Bo,B1,-..,0n-1} be the dual basis of N with §; = qu, 0 <i<n—1. Suppose that

n—1
afi = Y dyfj, 0<i<n—1, dj€FR, 4.7
=0
We show that
di; = tj, forall0<ij<n—1, (4.8)

i.e., the matrix D = (d;;) is the transpose of T' = (¢;;). The reason is as follows. By definition of

a dual basis, we have

0, ifi#y,
TT(O(Z',B]‘) = o )
1, ifi=j.
Consider the quantity Tr(afB;ar). On the one hand,
n—1 n—1
Tr(ab;ar) = Tr((afi)ag) =Tr Z dijBiar | = Z di;Tr(Bjou) = di.
3=0 3=0
On the other hand,
n—1 n—1
Tr(afar) = Tr((aag)B;) =Tr Z trjaifi | = Z ti; Tr (0 B;) = ti.
3=0 3=0

This proves (4.8).

Theorem 4.2.1 Let N = {a,a4,... 70[(1"71} be an optimal normal basis of Fyn over F,. Let

b= Tren4(a), the trace of o in F,. Then either
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(i) n+1 is a prime, q is primitive in Z, 1 and —a/b is a primitive (n + 1)th root of unity; or

(i) (a) ¢ =2 for some integer v such that gcd(v,n) =1,
(b) 2n +1 is a prime, 2 and —1 generate the multiplicative group Z3, ., and

(c) a/b =+ (L for some primitive (2n + 1)th root ¢ of unity.

Proof: Let a; = aqi, 0<i<n-—1,and {8,051, ,0n_1} be the dual basis of N with 5; = ﬂqi.
We assume (4.5) and (4.7) with the (¢, j)-entry of D denoted by d(%, j). Then, by (4.6) and (4.8),

we have

d(i,j) = d(i —j,—j), forall0<i,j<n-—1. (4.9)

We saw from the proof of Theorem 1.2.1 that each row of D (or column of T") has exactly two
non-zero entries which are additive inverses, except the first row which has exactly one non-zero
entry with value b. This is equivalent to saying that for each i # 0, a3; is of the form af; — a3,
for some a € F;, and integers 0 < k,£ < n — 1, and a3y = bf,, for some integer 0 < m < n — 1.
Replacing a by —a/b and 8 by —bf we may, without loss of generality, assume that Tr(a) = —1.

Then we have

afy = —Pm. (4.10)
Also, from Tr(a)Tr(B8) = >, ;i = 32 Tr(afr) = 1 we see that we have T'r(3) = —1.

If m = 0 then from (4.10) we see that & = —1, so that n = 1, a trivial case. Let it henceforth

be assumed that m # 0.

We first deal with the case that 2m = 0(mod n). Raising (4.10) to ¢"-th power we see that
AmPm = —Pom = —Bo = Bm/c
Therefore, we have
aoy, =1 = -Tr(a) = Z —ay.

This shows that d(i,m) = —1 for all ¢ = 0,... ,n — 1. This implies that for each ¢ # 0 there is a

unique #* # m such that

afi = Bir — Bm-
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If i # j then a3; # afj, soi* # j*. Therefore i — i* is a bijective map from {0,1,... ,n—1} —{0}

to {0,1,...,n— 1} — {m}. Hence each i* # m occurs exactly once, and so
aa;~ = «; for i* #£m,
ao,, = 1.

It follows that the set {1} U{«;|i =0,1,... ,n— 1} is closed under multiplication by a. Since it is
also closed under the Frobenius map, it is a multiplicative group of order n + 1. This implies that
a™t! =1, and we also have o # 1. Hence « is a zero of 2™ + --- + x + 1. Since a has degree n
over Fy, the polynomial ™ + - - - 4+ x +1 is irreducible over F;,. Therefore n+1 is a prime number.

This shows that we are in case (i) of Theorem 4.2.1.

For the remainder of the proof we assume that 2m % 0(mod n). By (4.10) we have d(0,i) = —1

or 0 according as ¢ = m or ¢ # m. Hence from (4.9) we find that

—1, ifi=—m,
d(iyi) = (4.11)
0, ifis—m.

Therefore af_,, has a term —3_,,,. As —m # 0, there exists 0 < ¢ < n — 1 such that
af_m = Be—Bom, LF—m. (4.12)
We next prove that the characteristic of Fy is 2. Note that
tn(0fo) = am(=fm) = —(@fo)” = ~(=n)"" = Bam-
On the other hand,
alambo) = a(afm)” = a(B—Bom)”
= abrm —afo = Beym + Pm.
Since am (afy) = a(amBo) we obtain
aBoym = Pom — Pm- (4.13)

Now we compute aayf—_,, in two ways. To this purpose, note that d(—m — ¢, —¢) = d(—m, £) =1,

by (4.12). Since ¢ # —m implies that —m — £ # 0, we may assume that

afB_m = By — B
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for some j & {—¢,—m — £} (hence j + £ # 0,—m). On the one hand,

£

ar(Be — B-m) = (afo — afB—_rm—s)?
(=Bm — Bt + 5j)qe = —Bmte — Po+ Bjte.

ap(afB—m)

On the other hand,
oeBm) = a(afomo)? = (g~ G;)"
= offyg—afje = —PBm — aBjie.

‘We have

afjre = —Bjte+ Bo+ Bmte — Bm-

As j+ £ # —m, B;, does not appear in af; ¢ by (4.11). Thus —3;;, must cancel against one of

the last two terms.

If —Bj+¢+ Bmte = 0 then j + £ = m + £ and thus aBnie = Bo — Bm. But by (4.13),

aBm+e = Bam — Bm- Therefore By = P2, and 2m =0 (mod n), contradicting the assumption.
Consequently, —81¢—0Bm = 0 and aBj1¢ = Bmye+0Bo. The first relation implies that j+£ = m

and —2 = 0. Therefore the characteristic of Fj is 2, and

aBm = Bmtr + Bo. (4.14)

From now on we assume that ¢ = 2" for some integer v. The equations (4.10) and (4.12) can

be rewritten as

aB = P, (4.15)
afm = BetBom. (4.16)

Raising (4.16) to ¢™-th power and comparing the result to (4.14), we find a,,8 = af,,, which

is the same as

m

le’ Qm gq
3" B (a) | (4.17)

Multiplying (4.17) and (4.15) we find that o® = a,,, = @9 . By induction on k one deduces from

this that a?™" = a2 for every non-negative integer k. Let k = n/gcd(m,n). Then = a,
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which means that « is in F5. and thus of degree at most & < n over the prime field F5 of Fj.
As o has degree n over Fy, it has degree at least n over F5. Hence k must equal to n, and thus
ged(m, n) = 1. Also from the fact that o has the same degree over F; and F for ¢ = 27, we see
immediately that ged(v,n) = 1 and the conjugates of o over Fy, are the same as those over Fy,

n—1
2 Oé2 .

geeey

namely a, «

Let my be a positive integer such that mm; = 1(mod n). Then by repeatedly raising (4.17)

to ¢"-th power we have

-G -G)
(Note that (/B)?" = a/B.) This implies that a/3 € F,, and since Tr(a) = Tr(3) = —1 we have
in fact o = 8. Thus by (4.8) we see that

d(i,j) = d(j,i) forall0<i,j<n-—1. (4.18)

Let now ¢ be a zero of 2 — ax + 1 in an extension Fpon of Fyn, so that ¢ + ¢! = a. The
multiplicative order of ¢ is a factor of ¢*” — 1 and is thus odd; let it be 2t + 1. For each integer
i, write v; = ¢* + (¢, so that 79 = 0 and 77 = . It can be seen directly that v; = ~; if and
only if i = £j (mod 2¢ + 1). Hence there are exactly ¢ different non-zero elements among the ~;,
namely v1, Y2, ..., ¥:. Each of the n conjugates of « is of the form o? = Czj + szj = 7y, for
some integer j, and therefore occurs among the ;. This implies that n < ¢. We show that n = ¢
by proving that, conversely, every non-zero -y; is a conjugate of a. This is done by induction on 3.

We have 71 = a and v, = a2, so it suffices to take 3 < i < t. We have

ayicz = ((HCHEC2+ET = vt + i3,

where by the induction hypothesis each of v;_o, ;1 is conjugate to , and ;_g3 is either conjugate
to a or equal to zero. Thus when ay;_o is expressed in the normal basis {aQi i=0,1,... ,n—1},
then v;_1 occurs with a coefficient 1. By (4.18), this implies that when a-;_; is expressed in the
same basis, ;2 likewise occurs with a coefficient 1. Hence from the fact that § = a and v;,_1 # «
we see that a-y;_1 is equal to the sum of v;_5 and some other conjugate of a. But since we have
- Yi—1 = Yi—2 + i, that other conjugate of o must be -;. This completes the inductive proof

that all non-zero ~; are conjugate to o and that n =t.

From the fact that each non-zero 7; equals a conjugate a2 of a it follows that for each integer

i that is not divisible by 2n+ 1, there is an integer j such that i = +27(mod 2n+1). In particular,
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every integer ¢ that is not divisible by 2n + 1 is relatively prime to 2n 4 1, so 2n + 1 is a prime
number, and Z3, , ; is generated by 2 and —1. Thus the conditions (a) and (b) of the theorem are

satisfied. All assertions of (ii) have been proved. O

4.3 Constructing Irreducible Polynomials under ERH

The « in Theorem 4.1.4 has classical origins and is called a Gauss period [147, 110]. Gauss periods
are used to realize the Galois correspondence between subfields of a cyclotomic field and subgroups
of its Galois group, as shown in section 1.1. Gauss periods are also useful for integer factorization
algorithms [12]. In this section, we show how Theorem 4.1.4 can be used to solve the problem of
constructing irreducible polynomials deterministically in polynomial time, assuming the Extended

Riemann Hypothesis (ERH), as shown in [1].

Suppose that the conditions in Theorem 4.1.4 are satisfied. Then the o has degree n over Fj,.
The minimal polynomial of o over Fj, is an irreducible polynomial of degree n. Let a; = ad" for
i=0,1,... ,n— 1. By the equation (4.4) and its following arguments, we see that the products
aal = Z;:Ol t;jo;, where t;;’s are integers and ¢ = 0,1,... ,n — 1, can be computed in time
polynomial in m = kn + 1. The minimal polynomial of « is just the characteristic polynomial of
the n X n matrix (t;;), since {ao, o1,... ,a,_1} is a basis for Fyn over F,;. Thus we see that the

minimal polynomial of o can be found in time polynomial in m = kn + 1.

About the smallest m = kn + 1 such that the conditions of Theorem 4.1.4 are satisfied, we

quote Proposition 3 in [1] which is a variant of Theorem 3 in [12].

Lemma 4.3.1 Assuming the Extended Riemann Hypothesis (ERH), there is a constant ¢ > 0 such
that for all prime p and positive integer n such that ged(n,p) = 1, there is a prime m = kn + 1
with m < cn*(log(np))? such that ged(kn/e,n) = 1 where e is the multiplicative order of p modulo

m.

Note that the conditions in the above lemma are the same as in Theorem 4.1.4 and can be

tested in time polynomial in m and log p. Therefore, we have

Theorem 4.3.2 (Adleman and Lenstra [1]) Assuming Extended Riemann Hypothesis, an ir-

reducible polynomial of degree n in Fy,[x] can be constructed deterministically in polynomial time
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(in n and logp) for any prime p and positive integer n.

Finally, we give some comments on computing the matrix (¢;;) and its connection with cyclo-
tomic numbers. From the argument following the equation (4.4) we see that ¢;; is the number
of solutions of 1 + 7V¢* = 7¥¢’(modnk + 1) with 0 < v,w < k — 1 (except for i = iy where
1+ 7%g% = 0(modnk + 1)). These numbers are called cyclotomic numbers in the theory of cy-
clotomy and their values are determined for many small values of n, for detail see [135]. We
remark that a; = ad' = Zﬁ;é ,BTvqi does not depends on the particular 7 and ¢, it depends only
on the coset {¢’,q'T,... ,¢*7* 1} (modm = kn + 1) of the unique subgroup < 7 > of order k of
the multiplicative group Z},. Also the value of 8 is not important. We can just think of § as a

symbol z with 2™ = 1 and z # 1, that is, we may work in the ring Z,[z]/(z™ 1 + .-+ + 1).

Let us look at an example. Let n =4, k = 3 and m =4 x 3+ 1 = 13. The subgroup of order
3 in Z;3 is {1,3,9}. Its cosets are

{1,3,9}, {2,5,6}, {4,10,12}, {7,8,11}.

We have
a = B+5+5,
a = B+ 46
ay = pH4p0+57
az = [7+0°+6"Y,
and
Qoag = ai + 2as,
apa; = oo+ a1 + as,
agay = —3ap — 201 — 3o — 2as3,
Qo3 = Qg+ g + a3.

The matrix (¢;;) is
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Its characteristic polynomial is f(z) = 2% + 2% + 22% — 42 + 3. Let E = {2,5,6,7,8,11}. Then,
for each a € E, the multiplicative order e of a satisfies gcd(12/e,4) = 1. Hence by Theorem 4.1.4,
the polynomial f(z) is irreducible over Fy for all prime powers ¢ such that ¢ = a mod 13 for some

a€F.

4.4 A Simple Proof of the Law of Quadratic Reciprocity

In this section, we show another application of Gauss periods in the proof of the law of quadratic

reciprocity.

Let p be prime. For an integer a, the Legendre symbol (a/p) is defined to be 1 if a is a quadratic
residue in Z,, —1 if a is a quadratic nonresidue in Z,, and zero if p|a. If ¢ is another prime, then
there is a remarkable relationship between (p/q) and (¢/p), called the law of quadratic reciprocity,
discovered by Euler and first completely proved by Gauss.

Theorem 4.4.1 (Law of Quadratic Reciprocity) Let p and q be odd primes. Then

(a) (-1/p) = (-1)P~ D72,
(b) (2/p) = (1)@ ~V/3,

(c) (p/q) = (1)~ V2D (g /p).

Proof: It is our purpose to give a proof of (c), the proof of (a) and (b) can be found in [68]. Note
that g|(p?~' — 1). There is a primitive g-th root of unity in F.-1, say {. As £ # 1, £ must be a
root of (24 —1)/(x — 1), that is,

Now let S be the set of quadratic residues in F; and N = F,7\ S the set of quadratic nonresidues.
Then uS =S if u € S and uS = N if u € N. Define

a0:%+25u, a1:%+25u-

ueS ueN

Then we have

O£0+061:0.
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Note that

apay = i—f—% (qu—i—Z{u) + Z§“+U

ues ueEN uesS
veEN
1
_ d
= _Z —+ Z adf .
d=0
where a4 is the number of pairs (u,v) € S x N such that
utv=d. (4.19)

We claim that ag is a constant for d # 0. The reason is that for any d; = od # 0, every solution
(u,v) € S x N of (4.19) corresponds to a solution (u1,v1) € S x N for uy + vy = dy where (uy,v1)
is (ou,ov) if o is a quadratic residue or (ov,ou) if o is a quadratic nonresidue. Let a = a4 be
the constant for d # 0. The number ay is easy to determine. We know that if ¢ =1 (mod4) then
—leSand —-S=8,—N = N;if ¢ =3 (mod4) then —1 € N and —S =N, —N = S. Hence

0, if ¢ =1 (mod4),

|S| = |N| =42, if g =3 (mod4).

apg =

Note that

g1 if g =1 (mod4),
|S| = |N| =42~ 1L, if ¢=3 (mod4).

Therefore

1 =, 1
oy = —7 + ao —|—aZ§Z =7 +a)—a= —(—1)(‘1*1)/2%.
i=1

Consider the irreducibility of the following polynomial

f(m) = (l' — Oéo)(x — al) — 22— (71)(:171)/2%

in F,[z]. On the one hand, obviously, f(x) is irreducible in F,[z] if and only (—1)(@~1/2q is a

quadratic nonresidue in F,. On the other hand, f(z) is irreducible in F[z] if and only if ag & F,
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or equivalently 0/0) # «ag. However,
1 P 1 Q if (p/q) =1
§ : u 2 : wu 05 y
ueS uesS ag, if (p/q) = -1

This means that f(z) is irreducible in F,[z] if and only if p is a quadratic nonresidue in Fy,.

Consequently, we have

—-1)/2
(E) _ (M) _ (—1) (@)1 (Q) 7
q P p

which is what we want to prove! O

The reader may have realized that the second terms of oy and «; are Gauss periods for n = 2.
In [68, page 85], there is a proof on the same line based on finite fields using Gauss sums. It seems

that Gauss periods are easier to manipulate than Gauss sums in this circumstance.



Chapter 5

Normal Bases of Low Complexity

This chapter is devoted to a family of normal bases, considered by Sidel’nikov [130], with the
property that all the elements in a basis can be obtained from one element by repeatedly applying
to it a linear fractional function of the form ¢(z) = (az + b)/(cx + d), a,b,c,d € F,. Sidel’nikov
proved that the cross products for such a basis {«;} are of the form a;a; = e, 0, +€j_;a; + 7,
i # j, where e,y € F,. We will show that every such basis can be formed by the roots of an
irreducible factor of F(z) = cz?*! + dz? — az — b. We will construct: (a) a normal basis of Fyn
over F, with complexity at most 3n — 2 for each divisor n of ¢ — 1 and for n = p where p is
the characteristic of Fy; (b) a self-dual normal basis of Fy» over F, for n = p and for each odd
divisor n of ¢ — 1 or ¢ + 1. When n = p, the self-dual normal basis constructed of Fy» over Fj
also has complexity at most 3p — 2. In all cases, we will give the irreducible polynomials and the

multiplication tables explicitly.

For this purpose, some properties of linear fractional functions and the complete factorization

of F(x) are discussed in sections 5.1 and 5.2, respectively.

5.1 On Linear Fractional Functions

In this section, we discuss some properties of the linear fractional function ¢(x) = (az+b)/(cz+d)

with a,b,¢,d € F, and ad — be # 0. It is easy to see that ¢(z) defines a permutation on F, U {oo},

84
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where
aoco + b a
= — if 0
coo+d ¢’ if e 70,
b
Cclzz—td 1= 00, if ad # 0,¢ =0,
%::oo, if a # 0.

Actually, ¢(z) induces a permutation on Fy» U {oo}, for any n > 1. The inverse of ¢(z) is

o Hz) = (=dx +b)/(cx — a).

For any two linear fractional functions ¢ and ), the composition ¢, defined as @iy (z) =
©(1(x)), is still a linear fractional function. It is well known that all the linear fractional functions
over F, form a group under composition and is isomorphic to the projective general linear group
PGL(2,q). The order of ¢ is the smallest positive integer ¢ such that ¢'(z) = z, i.e., ¢! is the
identity map.

For our purpose, we will deal with a linear fractional function p(z) = (ax + b)/(cz + d) with

¢ # 0. The fixed points of ¢(z) satisfy
cx® —(a—d)xz —b=0. (5.1)

The following two lemmas are easily checked.

Lemma 5.1.1 Let o(z) = az + b with a # 0,1, be a linear mapping. Then
¢ =h"'yh,

where Y(z) = ax and h(z) =x 4+ b/(a —1).

Lemma 5.1.2 Let ¢(z) = (ax +b)/(cx +d) with ¢ # 0 and ad —bc # 0. Let A = (a — d)? + 4bc.
Then

¢ =h""Yh,

where h(z) and ¥ (z) are defined as follows:

(a) When A =0, let T be the only solution of (5.1) in F,, that is, zo satisfies cx3 = —b and
2cxo =a—d. Then h(z) = (a/c — xo)/(x — xo) and Y(z) =z + 1.
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(b) When A # 0, let xg,x1 be the two solutions of (5.1) in Fyz2 and let £ = (a — cxo)/(a — cx1).
Then

h(l‘): r — X9

(x) = €.

T —x1

The order of ¢ is now easy to determine. The order of ¢ is equal to the order of ¥. If v is of the
form 41 then the order of v is equal to the additive order p of 1 in Fy, where p is the characteristic
of Fy. If ¢ is of the form £z, then the order of ¢ is equal to the multiplicative order of . In case (b)
of Lemma 5.1.2, if A is a quadratic residue in Fy, then g, 21 € Fy, and £ € F,. Hence £77! = 1 and
the order of ¢ is a divisor of ¢ — 1. If A is a quadratic nonresidue in Fy, then xg,z; € F2 \ Fy and
zd =z, 2] = zo. Thus&? = ((a—czo)/(a—cz1))? = (a—cxl)/(a—czi) = (a—cz1)/(a—czo) = 1/E.
So ¢4t = 1 and the order of ¢ divides q + 1. Therefore the order of ¢ is always a divisor of p,
qg—1orq+1.

Lemma 5.1.3 Let a,b,c,d € Fy with ¢ # 0 and ad — bc # 0. Let p(z) = (ax +b)/(cx + d) with
order t. Then, for1 <i<t-—1,

) e;x+b/e a—d
@' (r) = 7/ , €t e =
T —er_; c

(5.2)

where e = a/c and e;11 = p(e;) fori=1,... t—2.

Proof: It is routine to prove by induction on i that there exist e;, f; € Fy, with ey = a/c, f1 =d/c

such that
i 7€iﬂ7+b/c
90(35)* m—i_fz 9
and
a—d
ei— fi= , e =(ei-1)
c
fori=1,...,t—1, where ey = co. Note that
e—i®+b/c o~ i a1y —fimtb/e
@) = ) = () @) =

We see that f; = —e;—;. This completes the proof. Il
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Lemma 5.1.4 With the same notation as in Lemma 5.1.3, we have

(t—1)(a—d)/(2), ifp#2,

t—1 .
a/c=d/c, ifp=2andt=2,
Zej: / / fp (5.3)
= (a —d)/e, if p=2 and t = 3 mod 4,
0, ifp=2 andt=1mod 4,

where p is the characteristic of Fy.

Proof: We consider two cases according to the type of ¢(z).

Case I A = (a—d)?+ 4bc=0. Then t = p and, by Lemma 5.1.2, p(z) = h~1h(z) where

v = a1, he) = LI ) =g+ LT

with xq satisfying 2czo = a — d and cx3 = —b. Note that ¥*(z) = = + i. We have

¢'(x) = h'¢'h(z)

Bl a/c—ac0+i

r — X9
(a/c — xo — izo)T — ix]
ir+ (a/c — g —izo)

So
ajc—xo .
eg=——+4uxp, for1 <i<t—1.
1
Therefore

p—1

e; = (p—Dzo+ (a/c— o) Ziil

i=1

010 + (afe—20) Y

3
L

«
Il
i

(b= 1) = (¢ — )(a—d)/(20), ifp#£2,
a/c=d/ec, if p=2.

Case IT A = (a — d)? + 4bc # 0. In this case, the order t of ¢(z) is a factor of ¢ — 1 or ¢ + 1.
So t € Fy. By Lemma 5.1.2, o(x) = h™'¢h(x) where

h(z) = Z—20 (a) = ta, €= LT

)
r — T
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with 7o+ = (a—d)/c and zox; = —b/c. Note that h=1(z) = (z12—0)/(z—1) and ¥i(x) = £z,

we have
¢'(z) = B 'Q'h(x)
_ h71 Z»’JC — X9
<€ r —
B (21€" — mg)x — woz1 (€8 — 1)
(& — 1)z + z1 — 2o
So
ei:%:xﬁ?__ﬁo, for1<i<t—1,
and
t—1 t—1 1
e; = (t*I)I1+(IE0 7I1)Z 1 _é_i.

i=1 =1

As ¢ is a t-th primitive root of unity, we have
t—1
[[c-¢H=@G"-1)/@-1)=2""+2"+ - +z+1
i=1

Letting « = 1 in equation (5.4), we get

t—1

[Ta-¢)=e

i=1

Taking derivatives with respect to z on both sides of (5.4), we have

H(x—fi)(zx_lgi):(t—1)1:t72+(t72)1't73+~-~+2x+1.

i=1 =1
Letting = 1 in (5.6), we see that
-1 1 (t—1)/2, ifp#2,
Zl—fi:( i)/t=14¢ 1, if p=2andt=3mod 4,
i=1 i=1

0, if p=2and t =1 mod 4,
(Note that ¢ is odd when p = 2.) Therefore
i1 (¢ =1)/2)(zo +21) = (t = 1)(a = d)/(2¢), ifp#2,
Zei: xo—21=(a—d)/c, ifp=2andt=3mod}4,
= 0, ifp=2andt=1mod4.

This completes the proof.

The following theorem is proved by Sidel’nikov [130, Theorem 2]:

(5.4)

(5.5)

(5.6)
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Theorem 5.1.5 Let a,b,c,d € F, with ¢ # 0 and ad —bc # 0. Let 6 be a root of F(x) =
cx?! + dz? — ax — b in some extension field of F,, not fized by ¢(z) = (az + b)/(cx + d) whose

order is assumed to be t. Then

0, (‘p(a)) e ,Satil(a)

are linearly independent over Fy, if Zf;é ©'(0) #0.

This theorem indicates that if we can factor F(x) then we will obtain normal bases over F.

The factorization of F'(x) is discussed in the next section.
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5.2 Factorization of cz¢™! + dz? —ax — b

The complete factorization of F(x) = cx?™! + dz? — ax — b, a,b,c,d € F,, into irreducible factors
was established by Ore [106, pp. 264-270] by using his theory of linearized polynomials. In this
section, we briefly discuss how this can be done without resorting to linearized polynomials. The
detail can be found in [22]. To exclude the trivial cases, we assume that ad — bc # 0. Let
o(z) = (ax + b)/(cx + d) be the linear fractional function associated with F(x). As noted in
section 5.1, ¢(x) induces a permutation on Fyn U {oco}, for any n > 1. We assume that the order

of  is t in this section.

Let 0 be a root of F(z) = (cx + d)z? — (ax + b). Then
ad +b
= ¢(0).

97 =
cd+d

Note that

607 = (p(8))7 = p(87) = p(p(8)) = ¥2(0).

By induction we see that 89 = ¢*(6), i > 0. So

0,0(0),-- 0" '(0) (5.7)

are all the conjugates of § over Fy,. If § is a fixed point of ¢(z) then § € F,, and z — 0 is a
factor of F(x). If 6 is not a fixed point of ¢(z), then, by Theorem 5.1.5, the elements of (5.7) are
distinct and 6 is of degree t over Fj. In the latter case, the minimal polynomial of 6 over Fj is an
irreducible factor of F'(x) of degree t. So an irreducible factor of F'(z) is either linear or of degree

t. We first deal with two special cases.

Theorem 5.2.1 Let £ € F, \ {0} with multiplicative order t. Then the following factorization
over Fy is complete:

(g=1)/t
27t —g= ] @ -8y,

j=1

where B; are all the (¢ — 1)/t distinct roots of x( =YD/t — ¢ in F,.

Proof: Let 0 be a root of 2971 — ¢ in some extension field of F;. Then 97 = 0% i > 1. All the

distinct conjugates of 6 over F, are 6,0¢,... ,0¢'~1. The minimal polynomial of 6 over F, is

t—1

[[@—06¢)=a" -0,

=0
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which divides 29~! — £. This means that any irreducible factor of 9! — £ is of the form z* — 3
where 8 € F,. One can prove that 2! — 8 divides x4~ — ¢ if and only if 3 is a root of z(4=V/t —¢.

This completes the proof. O

Theorem 5.2.2 For 29 — (z +b) with b € Fy, the following factorization over Fy is complete:

a/p
z?—(z+b) = H(mp — bt — P B;) (5.8)

j=1

where B; are the distinct elements of Fy with Trq/,(0;) = 1 and p is the characteristic of F,.

Remark: The factorization in (5.7) is better than that in Theorem 3.80 in [90, page 128].

Proof: Let 6 be a root of F(z) = 29 — (z +b). Then 9 = 6 +ib,i > 1. So the conjugates of 8
over F, are 6,0 +b,... ,6+ (p— 1)b. The minimal polynomial of § over Fj, is

p—1 p—1
0

[Tiz—@+i) = b”H[m; 4]

i=0 i=0
_ p x—ﬁp_x—ﬁ
(Tt - )

= P Pl ot — P,

Hence an irreducible factor of 7 — (z + b) is of the form

P — b lr— B, BEF, (5.9)
Let v be a root of (5.9) in some extension field of F,. Then we have
Oy~ =S 1<i<m, (5.10)

where ¢ = p™. Summing (5.10) yields

m

g
NPy = bTr’I/P(b_p)'

Consequently (5.9) divides F(z) = 2" — z — b if and only if Tr,,,(8/bP) = 1. Note that there
are ¢/p = p™ ! elements (3 in F, with trace 1, and the proof is completed. O

In general we show that the factorization of F(z) can be reduced to factoring 27 — x — 1,
297t — ¢ or 9! — €. Let ¢ = h™19h as in Lemmas 5.1.1 and 5.1.2. For any root 6 of F(x) that

is not fixed by ¢, we have

h(0%) = ¢ (h(0)). (5.11)
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If A is a quadratic residue in Fy, then h(07) = (h(6))?. Thus n = h(0) is a root of z7 —x — 1 or
2l — fx = z(z?7! — £) according as ¢¥(z) = x + 1 or Y(z) = x,€ € F,. So by the factorization
of 27—z — 1 and 297! — ¢ as in Theorems 5.2.1 and 5.2.2 we obtain the factorization of F(z) as

follows.

Theorem 5.2.3 For a,b € F, with a # 0,1, the following factorization over Fy is complete:

b
a—1

z? — (ax +b) = (x —
where t is the multiplicative order of a and B; are all the (¢ — 1)/t distinct roots of @D/t _ g,
Remark: Compare this with Theorem 3.83 in [90, page 129].

Theorem 5.2.4 For a,b,c,d € F, with ¢ # 0, ad —bc # 0 and A = (a — d)? + 4bc = 0, the

following factorization over Fy is complete:

(cx + d)z? — (ax + b)

q/p
= (oo [JlGa oy + ﬁl]«a/c — 0)(@ — mo)y ! — gjw/c — o)

where xo € Fy, is the unique solution of (5.1) and B; are all the q/p distinct elements of Fy with
T’l"q/p(,Bj) =1.

Theorem 5.2.5 For a,b,c,d € F, with ¢ # 0, ad —bc # 0 and A = (a — d)? + 4bc # 0 being a

quadratic residue in Fy, the following factorization over Fy is complete:

(cx + d)z? — (ax + b)
(g=1)/t

= (x —xo)(z — 1) L

1- 3

(@ = 20)" = Bj(2 = 21)']

j=1
where xo,x1 € Fy are the two distinct roots of (5.1), t is the multiplicative order of £ = (a —

cxo)/(a — cx1) and B; are all the (¢ — 1)/t distinct roots of x4~ 1/t — ¢ in F,.

If A is not a quadratic residue in Fy, the situation is a little more complicated, as in this case
zo,z1,§ ¢ Fy. Noting that 28 = 21 and 2 = z(, we have h(69) = (1/h(6))?. The equation (5.11)
implies that n = 1/h(6) is a root of 297! — £. So by factoring 7 — ¢ over F,2 we can obtain
the factorization of F(x) over F,2. Then by “combining” these factors we get the factorization of

F(z) over F, as in Theorem 5.2.6.
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Theorem 5.2.6 For a,b,c,d € F, with ¢ # 0, ad —bc # 0 and A = (a — d)? + 4bc # 0 being a

quadratic nonresidue in Fy, the following factorization over Fy is complete:

F(z) = (cx+d)z?— (ax+Db)
(g+1)/t 1
=1 J

where xo,x1 € Fp2 are the two distinct roots of (5.1), t is the multiplicative order of & = (a —

cx1)/(a — cxo) and B; are all the (g + 1)/t distinct roots of 2 FD/t — ¢ in Fpe.

Let f(x) be any nonlinear irreducible factor of F(z) of degree t and let o be a root of f(x).
From the discussion at the beginning of this section, we see that ¢*(a),i = 0,1,... ,t — 1 are all
the roots of f(x) and, by Theorem 5.1.5, they are linearly independent over Fy, if Tr(a) # 0. But
Tr() is just the negative of the coefficient of 2~ in f(z). By examining the factors in the above

explicit factorizations, we have

Theorem 5.2.7 Let F(z) = (cx+d)z? — (ax+b) with a,b,c,d € Fy, ¢ # 0 and ad—bc # 0. Then
a monic nonlinear irreducible factor f(x) of F(x) of degree t has linearly dependent roots over Fy if
and only if the coefficient of x*~1 in f(z) is zero. The latter happens only if A = (a—d)?+4bc # 0
and f(z) is of the form

1
1 — Zo

[z1(z — 20)" — zo(z — 21)"],

where xo and x1 are solutions of (5.1).

This shows that every nonlinear irreducible factor of F'(z), except for possibly one, has linearly

independent roots.

5.3 Normal Bases

As Theorem 5.2.7 shows, when ¢ # 0 the roots of an irreducible nonlinear factor of F(z) form a
normal basis over Fy, (except possibly for one factor). This section is devoted to discussing the
properties of these bases. We will show how to construct a normal basis of Fy» over F, with

complexity at most 3n — 2 for n = p and for each divisor n of ¢ — 1. For this purpose we first
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compute the multiplication tables of the normal bases formed by the roots of an irreducible factor

of F(x).

Without loss of generality, we assume that F(z) = 29" + dz? — az — b with a,b,d € F,
and b # ad. Assume that ¢(z) = (ax + b)/(z + d) has order n and that, by Lemma 5.1.3,
o'(z) = (e;z +b)/(z — en—i) with e; = ¢ 1(a), 1 < i < n—1. Let f(z) be any irreducible

nonlinear factor of F(z) and a a root of f(x). Then f(z) has degree n and its roots are

and they form a normal basis of F,» over F, if the coefficient of z"~! in f(z) is not zero (or

Tr(a) # 0), by Theorem 5.2.7.

Theorem 5.3.1 Let F(z) = 29! + dz? — (ax + b) with a,b,d € F, and b # ad. Let f(x) be an
irreducible factor of F(x) of degree n > 1 and let a be a root of it. Then all the roots of f(x) are

i

a;=al =¢i(a), i=0,1,---,n—1, (5.13)

where p(z) = (ax +b)/(z+d). If T = Z?:_ol ;, the negative of the coefficient of ™~ in f(z), is

not zero, then (5.18) form a normal basis of Fyn over Fy such that

(67} T* —€n—1 —€p—2 ... —€1 (7)) b*
(65} €1 €n—1 (651 b

ag | as = €s €n—2 Qo +10 (5.14)
Qn—1 €n—1 €1 Qn—1 b

where ey = a, e;41 = p(e;) (i > 1), b* = =b(n—1) and 7 = 7 — € with

(n=1)(a—d)/2, ifp#2,

n—1 .
a=d, ifp=n=2,
(=Y en I
i—1 a—d, if p=2 and n = 3 mod 4,
0, if p=2 and n =1 mod 4.

Proof: We just need to prove (5.14). By Lemma 5.1.3, for ¢ > 1,

e;ap+b

Qg — €n—4

= sDi(a) =
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So

oy = €e;000 + ep—_;oy + b,

For ¢ = 0, we have

n—1 n—1 n—1
agap = ao(r = Y _a;) = (1= Y ejlag— Y en—jaj —b(n —1).
=1 =1 j=1
The theorem follows from Lemma 5.1.4. O

The next theorem can be viewed as the “converse” of Theorem 5.3.1.

Theorem 5.3.2 Letn > 2 and o; = ad’ for 0 <i<n-—1. Suppose that {a;} is a normal basis

of Fyn over Fy and satisfies
oo = a0 + bjog + 55, forall0<i#j<n-1, (5.15)
where a;j,b;5,vi5 € Fyq. Then there are constants 7y, e1,€z,... ,en,_1 € Fy such that
(a) ei=p(ei—1), for2<i<n-—1, and
aijj =ej_i,bij =ei_j,vij =", foralli#j,
where p(x) = (exz + ) /(x — en—1) and the subscripts of e are calculated modulo n;

(b) the minimal polynomial of o is a factor of F(z) = x9t! — e, 129 — (e1x + ), and thus n

must be a factor of p, q—1 or g+ 1.

Proof: Let e = apx and vy = v for k =1,2,--- ;n— 1. Then
apag = exao + bop o + V- (5.16)
Raising (5.16) to the ¢"*-th power on both sides, we have
Q1 = bop Qo + €xQn—k + Vi- (5.17)
Subtracting (5.17) from (5.16), with the k in (5.16) replaced by n — k, gives

(en—t — bok)ao + (bon—r — €x)on—t + Yn—t — Yk = 0. (5.18)
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As n > 2 and the o;’s are linearly independent over F, the equation (5.18) implies that
bok = €n—k; V& ="Yn-k, 1<k<n-—1
Therefore

Qoo = epog + ep_kak +vk, 1<k<n-—1. (5.19)

Now for any i # j, raising (5.19) to the g¢i-th power and letting k = j — i, we have
00 = €50 + €0 + Y- (5.20)
Comparing (5.20) and (5.15) gives
aij = ej_q, bij =e€i_j, Vij = Vj—i, (5.21)

which proves part of (a).

We shall prove the remaining part of (a) together with (b). To this purpose, note that a special
case of (5.20) is

Q11 = ep_10441 +e1a; +v1, 0<i<n-—1,

or

iyl = astm olay), 0<i<n-—1, (5.22)
Qj —€n—1

where ¢(z) = (e1z+7)/(z — ep—1) with ¥ = 1. So, by induction on i, we see that a; = ¢*(a) =
¢ (a),0 <i <n—1. We know, by Lemma 5.1.3, that

¢'(2) = (az +7)/(x — an), 0<i<n-—1

where a; = p(a;—1), for i > 1, and a; = e;. Thus (5.22) implies that

a;ag +
o = ——,
Qg — np—q

ie.,

Qo = a; Qg + a0y + 7. (5.23)
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Comparing (5.23) to (5.19), we have
€i = @iy €n—j =0an—i, Vi =7

This proves (a). For (b), note that a; = a? and that (5.19) with k¥ = 1 means « is a root of
F(z) = 2971 — e, 127 — eyz — 7. Therefore the minimal polynomial of  divides F(z). This

completes the proof. O

Theorem 5.3.3 For every a,3 € F; with Try,(08) = 1,

1

2P — —axP™! — =aP

B B

is irreducible over Fy and its roots form a normal basis of Fgn over Fy with complexity at most

(5.24)

3p — 2. The multiplication table is

T —€p—1 —€p—2 ... —eq

€1 €p—1

€2 €p—2 (525)
€p—1 €1

where e1 = a, e;41 = p(e;) fori > 1, o(x) = ax/(z + a), and 7" = a/B if p # 2 ora/B —a if

p=2.

Proof: Let F(z) = (z + a)z? — axz and ¢(z) = axz/(xz + a). Then F(x) satisfies the conditions of
Theorem 5.2.4 with b = 0,c=1,d = a, A =0, and zy = 0. So (5.24) is an irreducible factor of
F(z). As the coefficient of P~! in (5.24) is —a/ # 0, by Theorem 5.3.1, the roots of (5.24) form
a normal basis and its multiplication table is (5.25). The complexity is obviously at most 3p — 2.

O

Theorem 5.3.4 Let n be any factor of ¢ — 1. Let 8 € F, with multiplicative order t such that
ged(n, (¢ —1)/t) =1 and let a = B9~V/™, Then

2" = fr—a+1)" (5.26)
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is irreducible over Fy and its roots form a normal basis of Fyn over F, of complezity at most

3n — 2. The multiplication table is

*

T —€pn—1 —€Ep—2 ... —€1

€1 €n—1

€9 €n—2 (527)
€n—1 €1

where e1 = a, e;41 = @(e;) (i > 1), p(z) = ax/(z+ 1) and 7 = —n(a — 1)3/(1 — B) — € with €
specified as in Theorem 5.3.1 (with d =1).

Proof: It is easy to see that a has multiplicative order n. Then ¢(z) = axz/(z + 1) has o = 0
and z; = a — 1 as fixed points, and £ = (a — z¢)/(a — 1) = a has order n. So ¢ has order n.
Note that 3 is a root of 2(¢=1/" — q. By Theorem 5.2.5, the polynomial (5.26) is an irreducible
factor of F(x) = x97! + 27 — ax. Note that the coefficient of "% in (5.26) is n(a — 1) # 0. By
Theorem 5.3.1 (with b = 0,d = 1), the roots of (5.26) form a normal basis of Fy» over Fy, and its
multiplication table is (5.27). The complexity is obviously at most 3n — 2. O

The following table is the result of a computer search for the minimal complexity of normal
bases. It indicates that when n|(¢ — 1) the minimal complexity is often 3n — 3 or 3n — 2. This
indicates that the normal bases constructed in Theorems 5.3.3 and 5.3.4 often have complexity

very close to the minimal complexity. In the table, { indicates that the minimal complexity is

S|7 | 7 (11| 11 | 13|13 |17 |19
n (43| 6 5|10 | 3 | 41| 4] 3
min [ 9|6 | 167 |12 | 28} | 6 | 7x | Tx | 6

Table 5.1: Minimal complexity of normal bases in Fy» over Fj

3n — 2 and * indicates optimal complexity, i. e., 2n — 1. Other minimal values are of the form

3n — 3.
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5.4 Self-dual Normal Bases

We know from Chapter 1 that a finite field Fy» has a self-dual normal basis over Fj, if and only if
both n and ¢ are odd or ¢ is even and n is not divisible by 4. But the proof of this result is not
constructive. In this section, we shall construct a self-dual normal basis of Fy» over Fy for every

n in the following cases:
(a) n = p, the characteristic of F,
(b) n|(¢ — 1) and n is odd,

(c) n|(g+1) and n is odd.
We first determine the dual basis of the normal bases from the previous section.

Theorem 5.4.1 Let N = {ag, a1, -+ ,ap_1} with a; = a? be a normal basis of Fyn over F,
satisfying

Qi = ej_i0; + €0 + 7y, for all 1 # 7,
where ey, ez, ,en_1,7 € Fy. Let 7 = Tryn jq(a) and A = —(e1 +en—1) —n7y/7. Then
— (4N i=0,1,--,n—1
(T + n\) (i +A): n—1}
is the dual basis of N.

Proof: Note that, for ¢ # j,

Trgn /q(aila; + X)) Trgnjq(Aci + €jici + eija; + )

= AT +ej_iT+e_;7+ny
= T(A+e1+ep_1)+ny
= 07
and
Trgn/g(ai(as +2) = Tr(a(r +A =) ay)
J#i
= Tr(a;(t+n\— Z(aj +)))
J#i
= Tr(a;) (7 +n)\) —ZTr(ai(aj + )
J#i
= 7(r+nA).
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The result is proved. O

We now proceed to determine when the roots of an irreducible factor of F(z) = 297! + dz? —
az — b form a self-dual normal basis. Let {ag,a1,...,a,_1} be a normal basis generated by a
root o of F(z) with a; = a4 and let 7 = Trgnjq(c). By Theorem 5.3.1 and Lemma 5.1.3, we
have, for i # 0,

Trq”/q(%ai) = e Tr(ag) + en—iTr(a;) +nb
= 7(e; +en_i)+nb
= 7(a—d)+nb, (5.28)

and

Trgn/q(oo) = 7(7 —€) —Te —nb(n —1)

72, if p=2,

_ (5.29)
™ —(n—1)(r(a—d) +nb), ifp+#2.

Therefore « generates a self-dual normal basis if 7 = Tr(«a) = 1 and (a—d)+nb = 0. By examining
the irreducible factors in Theorems 5.2.4, 5.2.5 and 5.2.6, we find that these two conditions can

be satisfied. More explicitly, we have the following three results.

Theorem 5.4.2 For any (3 € Fy with Try;,(8) =1,
aP — gP1 — gl (5.30)

is irreducible over Fy and its roots form a self-dual normal basis of Fy» over Fy with complexity
at most 3p — 2. The multiplication table is (5.25) where ex = 3, e;ir1 = @(e;) (i > 1), p(x) =
Bx/(x+B), and ™ =1 ifp£2ort*=1-Fifp=2.

Proof: Let F'(z) = (x+8)x?—Fz. Then, by Theorem 5.2.4, the polynomial (5.30) is an irreducible
factor of F(z) (whereb=0,c=1,d=a= 3,290 =0and 3; = (). Sincea—d=b=0and 7 =1
in (5.28) and (5.29), the roots of (5.30) form a self-dual normal basis. Its multiplication table is
(5.25), by Theorem 5.3.1. O.

Theorem 5.4.3 Let n be an odd factor of ¢ —1 and § € Fy; of multiplicative order n. Then there
exists u € F, such that (u*)(0~D/" = ¢, Let xop = (1 +u)/n and x1 = (1 +u)/(nu). Then the
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monic polynomial

1

m[(x —20)" —u(z —x1)"] (5.31)
is irreducible over Fy and its roots form a self-dual normal basis of Fyn over Fy. The multiplication

table is (5.14) with a = (zg — €x1)/(1 — &), b= —zoz1, d=0a — (z¢g + 71) and T = 1.

Proof: We first prove that there exists at least one root of z(2=1)/" — ¢ that is a quadratic residue
in F,. Let ¢ be a primitive element in F,. Let ¢ be an odd factor of ¢ — 1 such that n|t and
ged(n, (g —1)/t) = 1. Then ¢y = ¢(9=Y/t is a t-th primitive root of unity. Since t is odd, ¢3 is
also a t-th primitive root of unity. Let d = t/n. Then there is an integer i such that ((2)% = ¢,
that is,

e S

So (%" is a root of x4~ 1/ — ¢ and is a quadratic residue in F,. Therefore we can take u = ('

Now by applying Theorem 5.2.5, we see that (5.31) is an irreducible factor of F(z) = (z +
d)z? — (ax + b). The negative of the coefficient of z"~! in (5.31) is

a2
L n(zg — uzy) _1
1—wu?

By Theorem 5.3.1, the roots of (5.31) form a normal basis of Fy» over F, with the claimed
multiplication table. Note that

(u+1)+u+1 ~ (u+1)?
nu B nu

CL*d:I0+Z’1:

= nror; = —nb,

that is, 7(a—d) +nb = 0. It follows from (5.28) and (5.29) that the roots of (5.31) form a self-dual

normal basis. U

Theorem 5.4.4 Let n be an odd factor of q + 1 and let £ € Fp be a root of x0Tt — 1 with
multiplicative order n. Then there is a root u of 9! — 1 such that (ug)(qﬂ)/” =¢. Let xg =
(1+w)/n and x1 = (L +u)/(nu). Then

1
1—wu?

[(z — 20)" — w?(z — 21)"] (5.32)

is in Fy[z] and is irreducible over F, with its roots forming a self-dual normal basis of Fgn over
F,. The multiplication table is (5.14) with a = (x1 — €x9)/(1 — &), b= —xoz1, d = a — (xo + x1)

and T = 1.
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Proof: The proof of the existence of u is similar to that in the proof of Theorem 5.4.3 by taking
¢ to be a (¢ + 1)th primitive root of unity in Fi>. We next prove that a,b,d € F, and (5.32) is
in F,[z]. Note that & u and u? are all (¢ + 1)th roots of unity and we have {7 = 1/¢, u? = 1/u
and (u?)? = 1/u?. Thus 2z = z; and ¢ = zo. So a? = a, b? = b and d? = d, that is, a,b,d € F,.

Denote the polynomial (5.32) by ¢(x) and note that

@) = Tl — )"~ @6~ al)
! q n q n
= m[(x —z1)" = 1/u (27 — 20)"]

= ola).

We see that the coefficients of ¢(x) are in Fj.

To prove that (5.32) is irreducible over F,, we apply Theorem 5.2.6. It is easy to check
that, with a,b,d as defined in Theorem 5.4.4, zy and x; are the two distinct solutions of (5.1)

2 is assumed to be

with ¢ = 1 and (a — z1)/(a — 29) = & which is of order n. Now since u
a solution of z(4+1)/a — ¢ it follows from Theorem 5.2.6 that (5.32) is an irreducible factor of

F(z) = (x4 d)z? — (azx + b).

As the coefficient of 2”71 in (5.32) is (—nzo + nu?z1)/(1 — u?) = —1, the trace of any root of
(5.32) is 7 = 1. It is easy to check that 7(a —d)+nb = 0. It follows from (5.28) and (5.29) that the
roots of (5.32) form a self-dual normal basis. The multiplication table follows from Theorem 5.3.1.

O



Chapter 6

Further Research Problems

In previous chapters, we have discussed various properties of normal bases and give some construc-
tions of special normal bases. In this chapter we point out some problems that deserve further

study.

In Chapter 3, we have seen that given an irreducible polynomial of degree n over Fy, one can
construct a normal basis for Fy» over F, deterministically in polynomial time. So the problem of

constructing normal bases is polynomially reduced to the following problem.

Research Problem 6.1 Given the finite field F; and a positive integer n, find a determinis-
tic algorithm for constructing an irreducible polynomial of degree n in Fy[x] that runs in time

polynomial in n and logq.

This problem is theoretically important in finite field theory and computer algebra. However,

there is currently no deterministic polynomial time algorithm to solve this problem.

We have seen in Chapter 1 that for practical implementation of finite field arithmetic, it is
essential to construct normal bases of complexity as low as possible. In Chapter 4, we have
determined all the optimal normal bases in finite fields, and we see that not all the finite fields

have optimal normal bases. The following question arises naturally.

Research Problem 6.2 Suppose there is no optimal normal basis in Fyn over Fy. What is the
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minimal complexity of normal bases in Fyn over Fy, and how to construct a normal basis of

minimal complexity?

In particular, we can ask if there are normal bases of complexity 2n, 2n + 1, 2n + 2, etc.,
and construct them if any. In Chapter 5, we have constructed a normal basis of Fy» over Fy of
complexity at most 3n — 2 for each factor n of ¢ — 1 and for n being the characteristic of Fj.
In this case, Table 5.1 indicates that the minimum complexity of normal bases in Fy» over Fy is
often 3n — 3 or 3n — 2. Computer experiment for other values of n and ¢ also suggests that there
are no normal bases of complexity strictly between 2n — 1 and 3n — 3, that is, the next possibility

of complexity is 3n — 3. It will be very interesting if one can prove that this is actually true.

For cryptographic purposes it is important to have either a primitive element or an element of
high multiplicative order in Fy~». Table 6.1 indicates that the type II optimal normal basis gener-
ators have high multiplicative orders in general and are quite often primitive. This phenomenon

was also noticed by Rybowicz [115].

Research Problem 6.3 Let n be a positive integer and ¢ a (2n + 1)th primitive root of unity in

some extension of Fy. Determine the multiplicative order of o = ¢ + (1.

We are interested in the case where 2n + 1 is prime and Z3,, , ; is generated by 2 and —1, i.e.,
when a generates an optimal normal basis of Fon over Fh. Significant progress will have been
made if one can determine the exact order of o without knowing the complete factorization of

2™ — 1 for large n, say n > 543.

The following problem may be viewed as the converse of the above problem.

Research Problem 6.4 Let o be an element in an extension field of F5. Given the multiplicative

order of «, determine the order of y, where v + v~ = a.

In particular, let ag = 1 and aj be defined over Fy such that oy + oz,jl = ap_q for k > 1.
Prove or disprove that the multiplicative order of oy is 927" 11 for k > 1. This has been verified
to be true in [150] for k& < 9. Also note that «y is a root of the polynomial a(x) + bx(z) in
Corollary 3.4.14.

The complexity of a normal basis defined as in this thesis does not necessarily represent the

real complexity of field multiplication under this basis. In Chapter 5, we constructed normal bases
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90

95

98

99
105
113
119
131
134
135
146
155
158
173
174
179
183
186
189
191
194
209
210
221
230

2m —1
2m —1
(2 —1)/3
(2"~ 1)/7
2m —1
2m —1
2m —1
2m —1
(2 —1)/3
2m —1
2m —1
2m —1
2m —1
2m —1
(2~ 1)/3
2m —1
2m —1
(2" —1)/3
2m —1
2m —1
(2 —1)/3
2m 1
2m —1
2m —1
2m —1

375
378
386
393
398
410
411
413
414
419
426
429
431
438
441
443
453
470
473
483
491
495
509
515
519

2m —1
(2 —1)/3
2m —1
(2™ —1)/7
2m —1
(2m —1)/11
2m —1
2m —1
(2 —1)/3
2m —1
2m —1
2m —1
2m —1
(2" —1)/3
2m —1
2m —1
2m —1
2m —1
2m —1
2m —1
2m —1
2m 1
2m —1
2m —1
2m —1

690
713
719
723
725
726
741
743
746
749
755
761
765
771
e
779
783
785
791
803
809
810
818
831
833

(2m —1)/151

2m —1
(2m—-1)/7

2m —1

2m—1

2m—1

2m—1
2m —1

2m —1
2m —1
2m—1

1019
1026
1031
1034
1041
1043
1049
1055
1065
1070
1103
1106
1110
1118
1119
1121
1133
1134
1146
1154
1155
1166
1169
1178
1185

2™ —1)/7

(27— 1)/3

2m —1
(2™ —1)/381
(2™ —1)/9
?
2m —1
2m —1
?
(2m-1)/3
2m —1
2m —1
2m —1
2m —1
2m —1
?

2m—1

Table 6.1: Order of type II optimal normal basis generators in Fom.
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in Fyn over F, with cross products of the form: a;a; = e;—jo; +ej_;a; +, 1 # j for i # j, where
ek,y € Fy. If v # 0, the complexity of the normal basis {ag, a1, ... ,a,—1} has complexity nearly
n?. Since there are only 3n — 1 constants in all the n cross products aga; for 0 < i < n — 1, it is
easy to check that one can multiply any two elements in Fy», represented in this basis, by using
about 3n — 1 multiplications of elements in Fj,. This indicates that the real complexity of field
multiplication of Fj» under a normal basis of above type is much less than the defined complexity

of the basis.

In general, it is interesting to study the complexity of finite field arithmetic (similarly for a
finite dimensional algebra). For any positive integer n and prime power ¢, let C(g,n) denote the
smallest number of essential Fy-operations needed to multiply any two elements in Fi» among
all possible choices of (normal) bases and operational algorithms. Here “essential F,-operations”
are not specified, they may include —, +, %, / or just * in F,, depending on the actual situations.
The definition of the number C(g,n) is not clear, but intuitively, it should represent the actual
arithmetic complexity of the field F,». Note that this is similar to but perhaps different from the
approach by de Groote [59].

Research Problem 6.5 Find good lower and upper bounds for C(q,n) and construct the required

bases.
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